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Abstract 
 
This paper examines the legal dilemma surrounding inferences 
about sensitive data and how the EU General Data Protection 
Regulation (GDPR) and the Egyptian Personal Data Protection Law 
(PDPL) treat such inferences as sensitive data. Using doctrinal 
research supported by a review of the jurisprudence of the Court of 
Justice of the European Union (CJEU) 2, this study explores how 
both frameworks address the protection of inferred data. This 
analysis reveals significant overlap in the definitions of personal and 
sensitive data, confusion over consent requirements in Egypt, and 
heightened risks of discrimination arising from inferred data. 
Moreover, the existing risk assessment mechanism is insufficient to 
produce a protection for the inferred data and indicates the necessity 
for an impact assessment akin to that of the GDPR. This study 
addresses a proposed framework for the Egyptian legislature and 
courts for the inferred data that could be assessed through the risk 
criterion, the data subject’s rights with inferences, and the controller 
and processor’s transparency obligation. Furthermore, the paper 
argues that recognition of such inferences as sensitive data is 
globally essential for ensuring stronger safeguards in the era of AI 
and big data and addresses global lessons for other jurisdictions that 
have not yet recognized sensitive data. 
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1. Introduction   
All privacy laws deal with “personal data” due to a natural person’s 
fundamental right to privacy and protection during the processing of data 
(GDPR, 2016), which is required for big data (EU Data Act, 2023), whether 
involving personal data or sensitive data, throughout the various phases (Kumar 
et al., 2024, pp. 18- 22; Soria-Comas & Domingo-Ferrer, 2016, p. 22) until the 
data is published or shared (Jain et al., 2016, p. 2; Wanjale et al., 2021, p. 103). 
This right is also required during the entire lifecycle of the AI system in 
accordance with its non-binding ethical principles (EU AI Act, 2024). 

Due to uncertainty and the definitional overlap about when data is personal and 
when it is not (Rupp & Von Grafenstein, 2024, p. 105933), inferred data, or 
inferences about sensitive data, require a high level of protection as sensitive 
data. Furthermore, personal data could lead to the revelation of special data, the 
disclosing of which could lead to a significant risk to the data subject and 
his/her fundamental rights.  

The CJEU concludes that inferences derived from personal data should be 
considered sensitive data; however, the Egyptian PDPL (PDPL, 2020) does not 
explicitly recognize inferences. In the author’s view, inferred data should 
receive the same level of protection as sensitive data based on the risk criterion.  

It is the author’s belief that Egypt’s forthcoming executive regulations—which 
have not been enacted to date—should recognize inferences as sensitive data 
where they reveal sensitive information, and other special data, which are not 
classified as sensitive but the revealing of which could cause serious harm to 
individuals, should be protected as sensitive data.  

The author presents the gap in the Egyptian law, as the law does not provide 
protection for inferences about sensitive data, and how Egypt’s forthcoming 
executive regulations and courts should address inferences, and which should 
be assessed upon the risk criterion. With the risk criterion, the author addresses 
the PDPL’s risk assessment. Furthermore, the author presents how sensitive 
data and inferences are not globally recognized in all jurisdictions, highlighting 
a manifested imbalance in data protection laws. 

This paper will explore both laws, GDPR and PDPL; the definition of personal 
and sensitive data; how the legislatures create confusion through their drafting 
of laws; how relevant judgments of the CJEU deal with these inferences; and 
how Egypt and other jurisdictions regulate such inferences. 
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2. Research Methodology 
This research primarily adopts the doctrinal, comparative, and jurisprudential 
methods in legal studies, which rely on literature interpreting the General Data 
Protection Regulation (EU GDPR), the Egyptian Personal Data Protection Law 
(Egyptian PDPL), and other related legal sources such as the guidelines of 
Article 29 of the Data Protection Working Party and interpretations of the 
Egyptian PDPL by scholars and other secondary textual sources.  

This study adopts the comparative approach and the statutory analytical 
approach by comparing the laws of the European Union with those of Egypt 
and focusing on the boundaries of personal and sensitive data, the requirement 
of consent for lawful processing, the treatment of inferred data, and children’s 
data. This leads to the author’s proposals for Egypt regarding a new boundary 
based on the risk criterion of data and a new framework for inferences. Finally, 
the research adopts a jurisprudential analysis and reviews relevant judgments 
issued by the Court of Justice of the European Union (CJEU) (Nguyen et al., 
2025, p. 19; Snyder, 2019, p. 334). 

Table 1 Legal Sources Examined in This Study and Axes of Comparison 

Source: The author 

Sources examined Axes of 
Comparison 

Comparative 
Analysis 

Proposal 
for 
Egypt’s 
PDPL 

• Primary 
sources 

Þ (Legislative 
Texts: (GDPR, 
PDPL). 

Þ Regulatory& 
Jurisprudential 
Sources: (Art. 
29 (WP), 
EDPB 
Guidelines, 
CJEU case 
law). 

• Secondary 
sources 

Þ Academic 
Commentary. 

• Definition 
of personal 
and 
sensitive 
data. 

• Lawfulness 
of data 
processing. 

• Treatment 
of 
inferences. 

• Children’s 
data. 

• EU 
GDPR 

 
 
 
 
 
 
 
 
 

 
• Egypt’s 

PDPL 

The 
boundary 
between 
personal 
and 
sensitive 
data 
 
 
 
 
 
Risk 
criterion 
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3. Research Results and Discussion 
3.1 Personal and Sensitive Data in the GDPR 
While the GDPR uses the terms “personal data” and “special categories of 
personal data,” the United States named them “personal information” and 
“sensitive data” in the CCPA (CCPA, 2018) and the CPRA (CPRA, 2020; 
Widjaja, 2024, p. 789), taking into account that the terms “personal data” and 
“sensitive data” might differ within federal and state laws. (Solove, 2023, p. 
1085, fn. 4; Solove & Schwartz, 2019, p. 1255). 

Although the GDPR is considered the most protective regulation in the field of 
data protection (Voss, 2021, p. 7), the GDPR’s basis of such classification of 
data relies on the nature of the data, in contrast to the CJEU, which ruled in C-
667/21 that “EU legislature assumes … processing of personal data may be a 
source of risk …” (Medizinischer Dienst der Krankenversicherung Nordrhein, 
2023, para. 98), which aligns with the author’s belief that the base of these 
classifications should be the risk and is supported by recitals 75 and 77, which 
provide that “The risk … may result from personal data processing … lead to 
physical or non-material damage ….” 

A. Definition of personal data:  
a) Data relating to an “identified or identifiable” individual 

GDPR defines personal data in Art. 4 (1) as “Any information” that relates to 
an identified or unknown identifiable natural person, making that person 
identifiable, either directly or indirectly, when accompanied with other data. 
And this marks the beginning of recognizing the power of inferences. 

b) Types of personal data 
The term “any information” is a flexible term that could include a wide range 
of information that could be linked to a natural person, such as the data subject’s 
name, an online identifier such as an email address, or a financial account 
(CPRA, 2020, Section 140), and other factors that make his/her identity 
“identified or identifiable.” 

For example, IP addresses are considered personal data in C-582/14 when it 
declared that “… only the internet service provider could connect the IP address 
to an identified subscriber.” (Patrick Breyer v Bundesrepublik Deutschland, 
2016, para 20, 21; Directive of 95/46/EC of 1995, 1995). 

B. Lawfulness of Processing Personal Data: 
a) Consent 

The data subject’s consent, which is an acceptance of an invitation directed to 
people to accept a data processing operation (EDPB, 2020, p. 5, n. 5), considers 
a requirement for the lawfulness of the processing of his/her data for one or 
more specific purposes, according to Art. 6 (1) (a), recital 32 and 40, and Art. 
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4 (11), and such consent must present a freely indication of will and his/her 
wishes and as held in C-252/21 that such acceptance may be presented through 
clicking on the sign up button “ … users of the social network Facebook … 
when they click on the “sign up” button …” (Meta Platforms and Others 
(General Terms of Use of a Social Network), 2023, para 28; Gupta et al., 2024, 
p. 20 –27) is considered a declaration of consent. 

The GDPR does not require a specific form for obtaining consent, and the 
handwritten signature may constitute a valid expression of consent/acceptance 
to processing. However, according to case C-200/23, consent can not serve as 
a valid legal basis where there is a clear imbalance of power between the parties, 
particularly when the controller is a public authority, as the court held that "… 
Consent should not provide a valid legal ground … where there is a clear 
imbalance … in particular where that controller is a public authority.” (Agentsia 
po vpisvaniyata v Ol, 2024, para 100). 

b) Exceptions 
Although lawfulness of data processing basically requires the data subject’s 
consent, the GDPR provides that processing is considered lawful in specific 
cases, such as where processing is for the performance of a contract, 
compliance with an obligation, protection of the data subject’s vital interests, 
performance of a task for the benefit of public interest or in the exercise of 
official authority, and purposes of legitimate interests, Art. 6 (1) (b) to (f). 

 

C. Definition of Sensitive Data: 
a) Sensitive due to their nature or risk 

The sensitive data provided in Recitals 10 and 51 and Art. 9 is specified data 
that requires a high level of protection. The GDPR provides restrictions for the 
processing of such data because this could result in significant risks to the 
fundamental rights and freedoms of individuals.  

Historically, the non-binding guidelines of the Organization for Economic Co-
operation and Development (OECD) on the protection of privacy and trans-
border flows of personal data (Mesarčík, 2020, p. 82), provide that “it is 
probably not possible to define a set of data that are universally regarded as 
being sensitive” (Quinn & Malgieri, 2020, p. 5). 

Unlike the OECD’s guidelines, the Council of Europe’s binding Convention 
no. 108 for the protection of individuals with regard to the processing of 
personal data which is listed as sensitive data (Quinn & Malgieri, 2020, p. 5; 
Kovalenko, 2022, p. 39; Turnšek & Kraljić, 2024, p. 187). An opinion suggests 
that the idea of sensitive data almost focuses on preventing discrimination and 
risks against individuals (Citron & Solove, 2021, p. 826). 
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One of the sensitive data debates is whether to be in an open or a closed list, 
which means whether to allow new types of sensitive data to be added or not. 
Unlike the OECD, which adopted an open list, the EU Directive 95/46/EC of 
1995 (DPD) adopted a minimum open list of seven categories (Directive of 
95/46/EC of 1995, 1995) and provided seven exceptions to such rules, and 
countries were able to add more types to such list. 

With the GDPR, member states cannot add new categories to such a list, but 
according to Art. 9 (4), member states can introduce more conditions and 
limitations regarding the processing of specific data, which are genetic data, 
biometric data, or data concerning health (Solove, 2023, p. 1089). 

 

b) The GDPR’s closed list 
The GDPR defines “sensitive data” in Art. 9 (1) with a closed list that 
determines the nature of data that its revealing is a disclosure of sensitive data 
and includes racial or ethnic origin, political opinions, trade–union 
membership, health, sex life or sexual orientation, genetic data, and biometric 
data. 

This list indicates that although the GDPR in Art. 10 permits processing of 
criminal convictions and offenses under the control of official authority, 
“criminal records” are not listed in the GDPR’s list, but they require a higher 
level of protection due to their legal effects on reputational status, as mentioned 
in C-136/17, and might lead to risks of discrimination due to their “sensitive 
nature” and risk of “… serious interferences with the fundamental rights …” 
(GC and Others v Commission Nationale de l’informatique et des libertés, 
2019, para. 44).  

In the author’s view, the court combines both criteria when it declared that “… 
excluded … the activity of a search engine from … those provisions for 
processing relating to the special categories of data referred to there would run 
counter to the purpose of those provisions … because of the particular 
sensitivity of the data, is liable to constitute … serious interference with the 
fundamental rights …” (GC and Others v Commission Nationale de 
l’informatique et des libertés, 2019, para. 44).  

D. Lawfulness of Processing Sensitive Data:  
a) General Prohibition 

Article 9 (1) of the GDPR provides a “General Prohibition” on processing of 
sensitive data that reveals the aforementioned specified data.  
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b) Exceptions 
Processing of sensitive data shall be considered lawful, according to Art. 9 (2), 
where the data subject provides his/her explicit consent to the processing, 
especially when there is an automated decision-making based on sensitive data 
(Solove, 2022, p. 1030), for carrying out obligations, to protect vital interests, 
for legitimate activities, where data is made public by the data subject, for a 
defense of a legal claim, for substantial public interest, for medical and health 
matters, for purposes of assessment of the working capacity of the employee, 
for public interests in the area of public health, and for archiving purposes. 
 

E. Dilemma: Inferences about Sensitive Data:  
A dilemma can take two main forms:  

a) When the processing of personal data is based on the data subject’s 
consent 

The processing shall entitle the data subject to the right to use his fundamental 
rights and to withdraw his consent when processing reveals inferences about 
sensitive data.  
 

b) When the processing of personal data is lawful regardless of the 
data subject’s consent 

In the author’s opinion, the inferred data should be considered sensitive, as 
follows: 
 

• Art. 29 (WP) 
Which provides that any personal data that can reveal specified types of data 
should be considered sensitive data. Furthermore, the term “revealing” 
combines both information that is sensitive by its nature and information 
concerning an individual that could be inferred and that considers inference. 
(Article 29 Data Protection Working Party, 2011, p. 6). 
 

• The GDPR 
The law explicitly considers photos as personal data, but Recital 51 provides 
that processing of photos should be considered processing of sensitive data 
where the processing involves specific technical means that disclose the unique 
identity of a natural person, which leads to inference about sensitive data. 

 
• The CJEU 

The court, as being the authorized authority for the interpretation of EU laws, 
declared in many cases (Hoofnagle et al., 2019, p. 71 fn 63, 82) that personal 
data could result in inferences about sensitive data, which implies a higher level 
of protection as sensitive data, as follows: 



 
 Esraa HASHISH 

234            Balkan Social Science Review, Vol. 26, December 2025    227-253 
 

I. Gender Identity:  
Although the CJEU does not explicitly classify gender identity as ‘Mr.’ or ‘Ms.’ 
as sensitive data, the CJEU held in Case C-394/23 that this identity could 
indirectly disclose sensitive data, as the processing of personal data relating to 
the title “male or female” of the customers could reveal the risk of 
discrimination on grounds of gender identity (Mousse v Commission nationale 
de l’informatique et des libertés (CNIL) and SNCF Connect, 2025, paras 13 & 
71 (1) (point 2 & 5)). 
 

II. Social Media Account:  
CJEU held in C-252/21 that “… processing of personal data from visits to 
websites or apps …” (Meta Platforms and Others (General Terms of Use of a 
Social Network), 2023, para 73), which are collected by an online social 
network, are considered personal data if the data could make the user’s identity 
identified or identifiable. When one or more types of sensitive data are related 
to these visits or apps, the processing of such data from visits to these websites, 
linking that data with the user, must be regarded as sensitive data “… where 
that data processing allows information falling within one of those categories 
to be revealed …” ((Meta Platforms and Others (General Terms of Use of a 
Social Network), 2023, para 155 (2)). 
 

III.  Processing a data subject’s other data obtained via third-party 
websites and apps: 

CJEU held in C-446/21 that although the data subject “… made a statement 
about his/her sexual orientation in a discussion open to the public, does not 
authorize the operator … to process other data relating to the person’s sexual 
orientation, obtained … outside the Meta platform using third-party websites 
and apps …” (Maximilian Schrems v Meta Platforms Ireland Ltd, 2024, Para 
84 (2)), as the collection of these other data results in inferences “… which 
could be drawn from his friend list …“ (Maximilian Schrems v Meta Platforms 
Ireland Ltd, 2024, Para. 24) with other sensitive data. 

IV. Content of Declarations of Private Interests:  
CJEU declares in C-184/20 that the publication on the website of the public 
authority of some personal data, such as the names of public officials’ spouses 
or partners, could indirectly reveal sensitive information, such as sexual 
orientation, that could lead to serious inferences about sensitive data: “… are 
liable to disclose indirectly the sexual orientation … constitutes processing of 
special categories …” (OT v Vyriausioji tarnybinės etikos komisija (Lithuania), 
2022, para. 129 (2)). 
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V. Customer’s Information when Ordering Medicinal Products 
Online:  

CJEU held in C-21/23 that “… where the data on purchases of medicinal 
products allow conclusions to be drawn as to the health status … they must be 
regarded as data concerning health.” (ND v DR, 2024, para 87). As “… for 
personal data to be classified as data concerning health, … are capable of 
revealing information about the health status of the data subject by … collation 
or deduction” (ND v DR, 2024, para. 83), and the identity of the data subject 
becomes identified or identifiable, allowing the deduction of his/her health 
status. 

F. Definitional overlap in other global jurisdictions: 
Other jurisdictions vary in regulating data, from recognizing inferences from 
personal data to not distinguishing between personal and sensitive data, as 
follows: 

a) In the United Kingdom: 
The UK’s Data (Use and Access) Act (DUAA) 2025 (Data Use and Access, 
2025) does not define sensitive data, contrary to the Data Protection Act 2018 
(UK Government, 2018), the UK GDPR, and the highly persuasive, though 
non-binding, guidance of the Information Commissioner’s Office (ICO). The 
ICO guidance recognizes sensitive data as either “factual or inferred” 
information about a person and affirms that inferred data requires the same high 
level of protection as directly collected sensitive data. Furthermore, the 
guidance clarifies that where there is an intent to infer or to act differently based 
on inferences, the inferred data should be considered sensitive data (UK, 2024a; 
UK, 2024b; UK, 2024c). 

b) In the USA: 
Both the California Consumer Privacy Act (CCPA) (CCPA, 2018) and the 
California Privacy Rights Act (CPRA) (CPRA, 2020) explicitly, in Section 14, 
§§798.140 (V)(1)(K), recognize the notion of inferences as a form of personal 
data, which provides that “inferences,” or “derived data,” means information 
derived from the consumer’s other personal data reflecting the consumer’s 
preferences, characteristics, behavior, or attribute, and it would be inconsistent 
for California law to recognize inferences about personal data but not recognize 
inferences about sensitive data (Solove, 2023,  p. 1102). 

Moreover, the Colorado Privacy Act (CPA) 2023 (CPA, 2023) explicitly, in 
§904-3-2.02, defines “sensitive data inferences” as inferred data collected by a 
controller—based on personal data, either alone or in combination with other 
data—and used to indicate sensitive data about an individual and treats such 
inferred data as directly collected as sensitive data.  
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c) In India: 
The Digital Personal Data Protection Act (DPDPA) 2023, (DPDPA, 2023) in 
Section 2 (t), defines personal data to mean any information that can directly or 
indirectly identify an individual and does not distinguish between personal data 
and sensitive data. However, the law does not introduce special data named 
“sensitive data” and does not explicitly recognize the notion of inferences 
(Kohli, 2023). 

d) In Canada: 
The Digital Charter Implementation Act (DCIA) 2022 (Bill C-27) (Digital 
Charter Implementation Act, 2022), which includes the Consumer Privacy 
Protection Act (CPPA), recognizes inferences from personal data and treats 
them as personal data in Part 1 Section 9 (2). However, both laws do not 
explicitly define sensitive data or inferences; the law requires the organizations 
to consider the volume and sensitive nature of the personal data under their 
control. Moreover, the Office of the Privacy Commissioner (OPC), in its non-
binding recommendations n. 7 & 8, defines sensitive data and suggests that the 
definition of personal data should explicitly include inferred data, “inferences” 
of personal data (Digital Charter Implementation Act, 2020). 

 

3.2 Personal and Sensitive Data in the Egyptian PDPL  
While the Egyptian PDPL is struggling with the lack of personal and sensitive 
data boundaries, the confusion is raised more where the PDPL provides that 
“personal data may not be … processed … except with the explicit consent … 
or where otherwise permitted by law,” Art. 2 (PDPL, 2020) in writing where 
required, for processing of personal and sensitive data, and because the 
executive regulations, which are supposed to clarify the distinction between the 
two forms of required consent for processing, have not yet been enacted, in 
addition to the absence of relevant case law in this area until now.  

A. Definition of Personal Data: 
The PDPL defines personal data with a general rule, “Any data” that relates to 
a natural person and makes him/her identified or identifiable, and determines 
types of such data, such as a person’s voice and picture. The data subject’s 
geographical location is a new identification element in the UAE PDPL (UAE 
Federal Decree No. (45) of 2021 Concerning the Protection of Personal Data, 
2021). 

B. Lawfulness of Processing Personal Data: 
a) Explicit Consent in the PDPL 

Although the data subject’s explicit consent is a requirement for the lawfulness 
of processing, the law does not provide manners in which the data subject 
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should present such consent (Eldomiaty, 2022, p. 31; Mahdy, 2025, p. 4312). 
Using analogy with provisions of the Egyptian Civil Law (Egyptian Civil Law 
No. 131 of 1948, 1948), which define valid consent (whether explicit or 
implied) for the formation of contracts in Art. 89 and Art. 90, the required 
explicit consent in the PDPL implies that the data subject should present his 
desire/wish or acceptance to establish the determined legal effect, which is to 
process his data. 

Presenting such explicit consent, or “digital consent” (Mahmoud, 2024, p. 
1444; Mahdy, 2025, p. 4308), could be oral, written, or by any means from 
which a holistic assessment of which and with the individual circumstances 
must find its way to constitute an acceptance (Wiedemann, 2020, p. 458) and 
shall eliminate implied consent, other passive forms of consent, silence, and 
inactivity. 

b) Explicit consent in the GDPR 
Using the analogy with the GDPR, which requires “explicit consent” for 
processing of sensitive data and does not differentiate between the nature of 
consent required for processing personal and sensitive data (Solove, 2023, p. 
1097). “Explicit consent” in Art. 4 (11) and recital 32 of the GDPR means any 
freely given and unambiguous indication of the data subjects’ wishes indicating 
“acceptance,” either by written statement, including by electronic means, or an 
oral statement, and could include ticking a box when visiting an internet 
website. 

 

C. Definition of Sensitive Data:  
a) Sensitive due to their nature or risk 

Although the PDPL does not provide a clear definition for sensitive data, it 
prohibits the processing of any personal data that reveals the listed determined 
data which is considered, by law, sensitive data. The PDPL provides those data 
with a higher level of protection, as the legislator requires in Art. 12 that “… 
the controller or processor must obtain the explicit written consent …” for its 
processing. The rationale behind that is that the misuse of such data could have 
risky consequences on an individual’s privacy and fundamental rights.  
 

b) The PDPL’s closed list 
The PDPL adopts a closed list of sensitive data, such as health, religious, and 
financial data, and provides a clear statement that the child’s data is considered 
sensitive data. Sensitive data is not “sensitive” because it is sensitive 
information by nature, but because it will reveal what the legislator considers 
to be sensitive data. the author believes that such data may be inherently 
sensitive by nature, or non-sensitive by nature, but the disclosing of it could 
result in inferences about other sensitive data. 
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Moreover, the legislator does not provide any criteria for what constitutes a 
“sensitivity element” in these data, which is supposed to gather them in the 
designated list. Unlike the PDPL, another data protection law in Africa defines 
sensitive data as information that is particularly sensitive to an individual, such 
as health data (Staunton et al., 2025, p. 7).  

Egyptian authors conclude that a closed list for sensitive data is an unproductive 
idea, as the legislator did not clarify why they are considered sensitive data (Ali, 
2025, p. 4075). It is the author’s belief that the definition of sensitive data 
should be redefined to include personal data or even non-personal data resulting 
from inferences about sensitive data. Judges should obtain wider discretion 
authority regarding these data that are supposed to be protected as sensitive 
data, especially where those data lead to an individual’s serious danger and risk. 
(Rashad, 2024, pp. 1061, 1063, 1088, 1089, 1098). 

This conclusion is supported by Art. 29 (WP), which states that individuals’ 
photos should be considered sensitive data because they can be used to infer 
religious beliefs or health-related information, even though photos are not 
inherently classified as sensitive data. (Article 29 Data Protection Working 
Party, 2011, p. 6). 
 

D. Lawfulness of Processing Sensitive Data: 
a) General Prohibition 

The PDPL in Art. 12 provides a general prohibition on controllers and 
processors for processing or disclosing sensitive data and processing a child’s 
data. 
 

b) Exceptions 
The law provides the following exceptions in Art. 12 that permit sensitive data 
processing in specified circumstances:  

• “The controllers and processors … are prohibited … except by virtue 
of a license issued from the Center,” as the Personal Data Protection 
Center (PDPC), according to Art. 19 and 26 (6), is responsible for 
regulating personal data processing and is authorized to issue licenses 
for processing. 

• In special determined “cases authorized by law.” 
• Where the “controller or processor … obtains the explicit written 

consent of the data subject.” 
• Where “… activities in relation to children’s data, the guardian’s 

consent must be obtained.” 
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E. Dilemma: Inferences about Sensitive Data:  
a) Definitional Overlap in the PDPL 

The PDPL in Art. 1 considers a person’s health, psychological, and financial 
status once as personal data and another as sensitive data, as personal data 
means “any data which determines the psychological, health, economic, … 
identity …” while sensitive data refers to “data which discloses psychological, 
mental, or physical health or genetic … or financial data … ,” indicating that 
there is no clear boundary between personal and sensitive data and resulting in 
further confusion regarding when processing should require explicit or written 
consent.  

It is the author’s belief that health data differs from a simple cold to serious data 
about illnesses, which means information differs in its degree of risk, as 
according to Art. 29 (WP), “Health data is the most complex area of sensitive 
data,” (Article 29 Data Protection Working Party, 2011, p. 8, 10), and the CJEU 
in its Bodil Lindqvist decision in C-101/01 adopted a “wide interpretation” for 
sensitive data where Lindqvist published on her personal internet page personal 
details about her colleagues, such as their names and work duties, “with 
reference to one of them who has an injured foot and is on half-time due to 
medical grounds,” (Bodil Lindqvist, 2003, paras 50, 30, 49, 51) and which 
constitutes personal data concerning health.  

In the author’s view, the legislator should consider health data, such as a simple 
cold, to be protected as personal data, but when personal data discloses an 
individual’s personal data about his/her serious health status, then it should be 
protected as sensitive data. Sensitive data, including health data, should only be 
classified as sensitive data based on the potential risk to the individual that may 
arise from the disclosure of this data. 
 
The author suggests another definition for sensitive data: sensitive data refers 
to any personal data whose disclosure could reveal information that may pose 
a risk to the data subject’s fundamental rights and freedoms, such as the 
addresses of judges or victims, and it requires a higher level of protection, such 
as the previously mentioned closed list of sensitive data in the GDPR and the 
PDPL. 

b) The author’s proposed framework for inferences to the PDPL and 
courts 

Although the PDPL has no relevant case law in this area until now, the author 
frames how Egypt’s forthcoming executive regulations and courts should 
address inferences about sensitive data as follows: 
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Where processing is based on the data subject’s explicit consent 
The data subject should be entitled to the right to use his fundamental rights to 
restrict or limit new inferences outside the specific purpose, such as his/her 
political opinions, or even to withdraw his consent.  
 

Where processing is lawful regardless of the data subject’s consent  
When processing is lawful without the data subject’s consent in allowed 

cases according to Art. 2 “… where otherwise permitted by law,” and could 
reveal inferences about sensitive data, the data subject is entitled to use his 
rights as to object to the processing. Moreover, each of the controller and the 
processor are obligated to demonstrate the transparency of the logic used in 
making inferences. 

 
Inferences could be classified as follows: 

I. Inferences from personal data that result in revealing sensitive 
data 

Although everyone could purchase the same product of food, it would be for a 
particular person, identified or identifiable, and when such product is linked to 
other identification elements, it could reveal sensitive data about his health or 
financial status. Moreover, inferred data from photos, such as an individual’s 
skin tone or his clothes, could lead to inferences about his religious beliefs 
(Solove, 2023, pp. 1100, 1123). 
 

II.  Inferences from personal data that result in serious risk to the 
individual 

Although addresses are considered personal data, they must be considered 
sensitive data for particular individuals, such as judges and victims, where 
revealing such data could result in a serious risk to their privacy (Solove, 2023, 
p. 1118). 

III. Inferences drawn from special data can lead to the revelation 
of sensitive information 

Although personality type or information about personality discloses a person’s 
uniqueness and values, identification of these goals and values, which are not 
classified as personal or sensitive data, could result in inferences about sensitive 
data and individuals being classified as religious or political persons (Solove, 
2023, p. 1120). 

IV. Inferences from collected data or unknown data 
Data collected during big data gathering, and the identification of their subjects 
are impossible, is referred to as collected or unknown data. If the identification 
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of the data subject becomes possible in any way, either directly or indirectly, 
those data could result in inferences about sensitive data and must be covered 
by a high level of protection.  
 

c) The PDPL’s Risk Assessment 
The risk criterion would face significant enforcement challenges under the 
PDPL and the Personal Data Protection Center (PDPC), as the law currently 
lacks a risk assessment mechanism similar to the GDPR’s (DPIA), and there is, 
to date, an absence of relevant case law in this area. Moreover, the PDPC 
struggles with a weak compliance culture among controllers and processors, 
combined with ineffective mechanisms for assessing and addressing inferential 
risks arising from processing. The author suggests the use of analogies and 
international practices that would guide the legislator and courts in framing an 
effective risk assessment under the PDPL. 

As the data protection officer (DPO) obliges, according to Art. 9 (1), to “… 
perform a regular evaluation and inspection of the personal data systems and 
avoid infringement …,” which in the author’s belief should be of a flexible 
scope to include a wider assessment in accordance with the processor’s 
obligation, in Art. 5 (8), to “… not to cause any direct or indirect harm to the 
data subject,” which implies assessing risks to individuals’ rights, “risk 
criterion,” prior to the processing. 

Accordingly, both the processor and the controller must, prior to the processing 
of personal data, carry out a risk assessment of the impact of that processing to 
determine whether the processing is likely to lead to inferences that could pose 
a risk to individuals’ rights and freedoms.  

 

3.3 Children’s data privacy 
Various jurisdictions vary in their protection of children’s privacy, including as 
follows: 

A. In the Egyptian PDPL: 
The Egyptian PDPL (Arts. 1 and 12) considers child data sensitive in all 
circumstances, regardless of the child’s age, due to their limited awareness of 
the risks and the consequences of the processing of their data. PDPL requires 
the legal guardian’s consent for processing or disclosing a child’s personal data.  

Furthermore, Art. 12 provides that when a child participates in a game, 
competition, or any other activity, the child’s data should not be submitted 
beyond what is necessary for such participation. Accordingly, the author 
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considers that inferences about the submitted child’s data should be considered 
and protected as sensitive data. 

Although the PDPL does not regulate profiling,  automated decision-making, 
educational platforms, or targeted advertising, as the GDPR’s Art. 22, the 
author considers that, in our daily life, these platforms collect data from 
children at schools or through children’s “educational” applications (apps), 
such as email, IP addresses, etc., and raise significant inferential risks, requiring 
a high level of protection for inferences about children’s data to prevent 
targeted advertising and profiling.  

Profiling may generate sensitive inferences not directly provided by the child 
or his/her parents, creating inferential risks. Therefore, such processing of 
children’s data or inferences about them should be considered sensitive and 
protected. 

In accordance with the risk criterion, children’s data is only protected when the 
disclosure of it could lead to inferential risks. Nevertheless, the author considers 
that the PDPL’s tendency to protect children’s data in all circumstances is more 
favorable due to children’s limited awareness of the consequences of 
processing their data.  

 
B. In the GDPR and the COPPA: 

The GDPR in Art. 8 differentiates between the lawfulness of data processing 
for children at least 16 years old based on their consent and for children below 
the age of 16 years old based on their parental or guardian’s consent, and that 
is applied where an ‘information society service’ is offered directly to the child. 
However, Art. 8 (1) does not apply where such services are offered by an 
intermediary (Caglar, 2021, pp. 21-22, 26).  

The USA Children’s Online Privacy Protection Act (COPPA) (Children’s 
Online Privacy Protection Rule, COPPA, 1998) provides parents with control 
over their children under 13 years old and their data. 

While the GDPR’s absolute ban provided in Art. 22 does not distinguish 
between automated decision-making, including profiling concerning adults or 
children, and does not explicitly prohibit profiling of children, recital 71 
provides that automated processing should not apply to children’s data, and 
controllers should not rely on exemptions to justify it. However, WP251 
clarifies that this does not present an absolute prohibition (WP251rev.01, 2018, 
p. 19, 28). 

Consequently, profiling children’s data, particularly in educational platforms, 
may generate inferences that pose risks to children, and the child’s data requires 
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a high level of protection. Such as Google, which used to collect users’ personal 
data and then target them with advertisements (Krutka et al., 2021, p. 421).  

4. Conclusion 
Globally, imbalance in global data protection laws is driven by the definitional 
overlap of personal and sensitive data embedding inferences, as while the 
Colorado Privacy Act explicitly adopts and recognizes the sensitive nature 
criterion to protect sensitive data inferences, other jurisdictions such as the 
aforementioned Indian and Canadian laws do not recognize the terms “sensitive 
data” or “inferences,” which results in a manifested imbalance.  

The author attributes that to the lack of personal and sensitive data boundaries 
and results in an urgent requirement for recognition of the risk criterion instead 
of the sensitive nature to protect data, which the reveal of could cause serious 
damage to individuals’ rights. This imbalance addresses global lessons for 
existing and other jurisdictions, which are gathered in: 

• Legislators should determine an explicit criterion to distinguish 
between personal and sensitive data. 
 

• Legislators should explicitly recognize sensitive data and inferences as 
sensitive data that require a higher level of protection. 
 

• Legislators should provide that “Regarding inferences, the data subject 
shall have the right to know, review, and access or obtain his/her own 
inferred data, which is in the possession of any holder, controller, or 
processor, and shall have the right to correct, edit, and delete his/her 
deduced data as personal data.” 
 

• Data controllers should be required to provide transparency around 
inferences. 
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Table 2 Proposed Model for the Egyptian PDPL 

Source: The author 

Inferred data’s 
criteria 

GDPR’s Model 
(Recitals & Articles 
& CJEU) 

Proposed Model 
Wording for the PDPL 
& Courts 

Sensitive Nature 
criterion:  
• inferences from 

personal data 
revealing sensitive 
data such as health 
data, religious 
beliefs, … sexual 
orientation.  

 

Art. 9, recital 51, and 
CJEU cases  
• Case C-394/23. 
 
• Case C-252/21. 
 
• Case C-446/21. 
 
• Case C-184/20. 
 
• Case C-21/23. 

Definitional boundary 
• Personal data means 
any information that 
relates to an identified or 
identifiable natural 
person, such as name … 
etc 
 
• Sensitive data refers 
to any personal data 
whose disclosure could 
reveal of information that 
may pose a risk to the 
data subject’s 
fundamental rights and 
freedoms, such as the 
addresses of judges or 
victims, and it requires a 
higher level of 
protection.  
 
Consent: 
Processing of inferred 
data shall be subject to 
the data subject’s 
explicit written consent 
where such data reveals 
risk to the data subject’s 
rights. 
 
Transparency: 
Each of the processor 
and the controller is 
required to comply with 
transparency 
obligations. 
 
Data subject’s rights 
with inferences: 
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The data subject is 
entitled to the right to 
access, correct, and 
delete his/her inferred 
data. 

Risk criterion: 
inferences that reveal 
information the 
disclosure of which 
may result in 
significant harm, risk, 
or discrimination for 
individual’s rights and 
freedoms 

• Case C- 667/21. 
 
• Case C- 136/17. 

 

Enforcement challenges 
regarding Risk 
Assessment: 
The PDPC is the 
authorized authority to 
issue licenses for data 
processing but lacks a 
risk assessment 
mechanism. 
 

• Suggested 
solutions: 

The data protection 
officer (DPO) obliges to 
perform a regular 
evaluation and 
inspection of the 
personal data. 
 
Each of the processor 
and the controller shall, 
prior to the processing of 
personal data, carry out a 
risk assessment of the 
impact of that processing 
to determine whether the 
processing is likely to 
result in a risk to the 
individuals’ rights and 
freedoms. 
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