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COMPARATIVE EVALUATION AND ANALYSIS OF DIFFERENT
DEEPFAKE DETECTORS

JORDAN POP-KARTOV, ALEKSANDRA MILEVA, AND CVETA MARTINOVSKA BANDE

Abstract. Deepfakes, synthetic media generated using deep learning, pose
significant risks to the integrity, security, and trust of information. Reliable
detection is therefore critical, yet existing models often fail when exposed to real-
world distortions such as compression, occlusion, and lighting variations. This
paper presents a comparative evaluation of deepfake detection models, including
XceptionNet, EfficientNet, MesoNet, and Vision Transformers, across multiple
benchmark datasets such as FaceForensics++, DFDC, Celeb-DF, and Wild-
Deepfake. Models are assessed not only under pristine conditions but also under
controlled distortions that reflect realistic deployment environments. The results
show that XceptionNet and the fine-tuned Vision Transformers achieve the
strongest accuracy and robustness, maintaining competitive performance across
domains, while MesoNet demonstrates computational efficiency but suffers from
reduced reliability under challenging conditions. EfficientNet provides a balance
between parameter efficiency and detection quality but lags behind in cross-
dataset generalization. The findings highlight clear trade-offs between
robustness, efficiency, and deployment feasibility, emphasizing that lightweight
models are best suited for edge scenarios, whereas more complex architectures
remain preferable in cloud or high-resource environments. The study concludes
with open challenges and future research directions, including the integration of
multimodal cues, domain adaptation, and explainable detection frameworks, to
improve resilience against increasingly sophisticated deepfake generation
techniques.

1. INTRODUCTION

Deepfakes are synthetic media, typically videos or audio recordings, created using
advanced deep learning models, particularly Generative Adversarial Networks
(GANSs) and autoencoders. These techniques allow for highly realistic facial swaps,
lip-syncing, and voice imitation. Although such technologies have useful
applications in film, education, accessibility, and virtual reality, they also pose serious
threats to the integrity of information and media.

Date: November 4, 2025.
Keywords. Deepfake detection; Generative Adversarial Networks; Computer Vision; Robust- ness;
XceptionNet; Vision Transformers; Benchmarking.
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The increasing use of deepfakes to spread misinformation, forge identities, and
manipulate public perception presents an urgent need for reliable detection systems.
Media organizations, social networks, and government institutions are especially
vulnerable, as malicious actors exploit deepfakes to erode trust and disseminate false
content.

Publicly available datasets such as FaceForensics++ [14], DFDC [15], WildDeep- fake
[18], and SHIELD [13] are essential not only for training but also for cross-
domain testing. These datasets vary in manipulation type, resolution, and subject
diversity.

The models studied in this paper are XceptionNet [19], EfficientNet [20], MesoNet
[21], Vision Transformers (ViTs) [22], and ConvLSTM [23]. They represent different
families of detection strategies. XceptionNet, derived from image classification tasks,
was one of the best performing models in DFDC [1]. EfficientNet offers a parameter-
efficient variant. The compact design of MesoNet enables deployment in low-power
devices, while ViTs and ConvLSTM introduce attention and temporal awareness.
Their implementation details and pretrained weights are available in public
repositories, as documented in references [3, 4, 28].

In summary, this paper builds upon a growing body of literature that emphasizes
the need for practical, robust, and explainable deepfake detection. It incorporates
insights from leading benchmarks and surveys to assess how resilient detection models
truly are when exposed to realistic and imperfect inputs. Our main contributions are
as follows:

 We provide a comprehensive comparison of deepfake detection models,
including XceptionNet, EfficientNet, MesoNet, Vision Transformers, and
Con- VvLSTM, highlighting their strengths and weaknesses across multiple
datasets.

= We evaluated these models on widely used datasets (DFDC[15], Celeb-
DF[16], FaceForensics++ [14], WildDeepfake [18]), ensuring a fair and re-
producible benchmarking environment.

« We analyze the robustness of detection methods under realistic conditions,
such as compression, noise, and other distortions, which often degrade
performance in real-world scenarios.

= We discuss the trade-offs between model complexity, detection accuracy, and
deployment feasibility (e.g., lightweight models vs. large-scale
architectures).

= We outline open challenges and future research directions toward more
resilient and explainable deepfake detection systems.

The remainder of this paper is structured as follows. Section 2 reviews related
work on deepfake generation and detection techniques. Section 3 introduces the
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detection models studied in this work and the datasets used for evaluation, followed
by Section 4, which reports and discusses the experimental results. Finally, Section
5 concludes the paper and outlines the directions for future research.

2. RELATED WORK

The idea of conducting a comparative evaluation of deepfake detection models and
their robustness against real-world distortions is derived heavily from existing
benchmark efforts, surveys, and challenge initiatives.

The Deepfake Detection Challenge (DFDC) [1] was a groundbreaking initiative
launched by Facebook and its partners, providing a massive dataset of over 100,000
videos to evaluate detection models in diverse scenarios. It emphasized
generalization and encouraged the development of models capable of operating on
videos that vary in compression, background, ethnicity, and gender.

Following DFDC, DeepfakeBench [2] and SoK benchmark [3] proposed structured
evaluation frameworks. DeepfakeBench introduced a unified testing suite with
common metrics and conditions, while the SoK benchmark laid out a taxonomy for
model classification and emphasized the need for standardized benchmarking in the
field. Together, they brought much-needed rigor and comparability to the
evaluation process [4].

Earlier deepfake detection efforts were based on hand-crafted features and statis-
tical inconsistencies. For example, models looked for irregular blinking or texture
mismatches in facial regions [5]. These early attempts, while useful in constrained
scenarios, were often brittle. As deepfake generation improved, such cues became
less reliable. This limitation motivated the transition toward deep learning—based
approaches, such as MesoNet [7] and CNN-based pipelines [8], which learn dis-
criminative visual patterns directly from data rather than relying on predefined
features.

Modern detection models use deep neural networks capable of learning subtle and
complex patterns. Surveys such as Zhang, 2023 [4] and Zhang, 2024 [9] provide an
overview of these changes. They highlight the transition from binary classification to
more complex spatio-temporal and multimodal analysis, incorporating attention
mechanisms and ensemble strategies. Deepfake detection models often assume ideal
conditions, yet real-world scenarios introduce significant distortions that degrade
performance. These include video compression, lighting variation, occlusions (e.g.,
sunglasses, masks), motion blur, and audio desynchronization. The need to evaluate
detection robustness under such conditions has become a critical concern, as
emphasized by recent works on cross-dataset generalization and domain adaptation
[11] and augmentation-driven robustness strategies [12].

The WildDeepfake dataset addresses this issue by introducing videos ““in the wild,”
collected from uncontrolled online sources such as social media and public video
platforms. These videos naturally contain real-world artifacts such as motion
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blur, inconsistent lighting, occlusions, and compression artifacts. WildDeepfake
challenges the generalization ability of detectors, revealing that models trained on
synthetic and pristine datasets often experience accuracy drops of more than 20%
when tested in such uncontrolled environments [6].

Similarly, SHIELD [13] proposes a benchmarking framework specifically designed
to evaluate the robustness of detection. It systematically tests models againsta range
of attacks and distortions in both visual and audio modalities. SHIELD highlights
how existing detectors fail to generalize when exposed to noise, compression, or
multimodal inconsistencies, and advocates for robustness as a core design goal rather
than an afterthought.

In this work, we build on these efforts by conducting a systematic survey of
robustness across commonly encountered real-world distortions. Unlike prior
datasets that focus on isolated cases or lack modality diversity, our analysis compares
multiple detection models with consistent distortion settings. We simulate controlled
variations in compression rates, illumination conditions, occlusion types, and
temporal/audio misalignment to evaluate performance stability. Our goal is to
guantify robustness gaps and identify architectural patterns that promote
generalization in diverse scenarios.

3. METHODOLOgy

3.1. Datasets. To comprehensively evaluate the robustness of deepfake detection
models, we utilize multiple publicly available datasets, each of which presents diverse
types of manipulation and real-world conditions. These include FaceForensics++
[14], DFDC [15], WildDeepfake [17]. By combining these datasets, we ensure
coverage of a wide range of forgery artifacts, compression levels, and video qualities,
which is critical for assessing generalization and robustness.

3.2. Data Preprocessing and Augmentation. To prepare the input data for
training and evaluation, we extract individual frames from videos and apply a
series of preprocessing steps designed to improve model generalization across diverse
conditions. Each frame is resized to an input resolution of 299%299. For temporal
representation, we sample 20 frames per video at uniform intervals, capturing both
spatial and temporal information relevant for detection. The training process is
configured with 30 epochs and a batch size of 8, balancing computational efficiency
with stable gradient updates.

During training, various data augmentation techniques are applied to video
frames. These include random horizontal flipping to simulate orientation changes,
slight random rotations to introduce viewpoint variability, and color jittering to
mimic variations in lighting conditions such as brightness, contrast, and
saturation. These augmentations are standard in computer vision tasks and help
improve robustness by exposing the model to diverse visual variations [27, 24].
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Following augmentation, the frames are converted to tensor format and
normalized with standard ImageNet mean and standard deviation values, which
is a common practice when using pretrained convolutional neural networks [?].
Normalization stabilizes training by ensuring consistent input feature
distributions.

During evaluation, a simpler preprocessing pipeline is used: frames are converted
to tensors and normalized identically but without augmentation, ensuring a consistent
and fair assessment of model performance [25].

These transformations are implemented within dataset classes that manage frame
loading, transformation application, and label handling for supervised learning [26].

3.3. Model Architectures and Training. Our experiments focus primarily on
convolutional neural network (CNN) architectures known for their effectiveness in
image and video forgery detection. Models such as XceptionNet, EfficientNet, and
MesoNet are trained from scratch or fine-tuned using pretrained weights where
available. Training is performed using mini-batch stochastic gradient descent with
cross-entropy loss as the objective function.

Hyperparameters such as learning rate, batch size, and number of epochs are
optimized through validation experiments. Early stopping is used to prevent over-
fitting. Additionally, we explore models with temporal awareness (e.g., ConvLSTM)
and attention mechanisms (e.g., Vision Transformers) to evaluate the benefits of
spatiotemporal and multimodal features.

4. RESULTS

Building on the described dataset preparation, augmentation strategies, and model
architectures, the following section presents a comprehensive benchmark of selected
deepfake detection models. We evaluated their performance across multiple datasets
and under various controlled distortions to assess their robustness and
generalization capabilities. This systematic comparison provides insight into the
strengths and limitations of current approaches, guiding future improvements in
real-world deepfake detection.

The evaluation covers several key performance metrics, including accuracy,
precision, recall, and F1-score, measured consistently across clean and distorted data
conditions. We specifically analyze how factors such as video compression, varying
illumination, occlusions, and temporal misalignments affect detection efficacy. By
benchmarking models such as XceptionNet, EfficientNet, MesoNet and Vision
Transformers under these challenging scenarios, we aim to identify architectural
features and training strategies that contribute to improved resilience.

Furthermore, the results highlight the trade-offs between model complexity,
computational efficiency, and robustness, which are critical considerations for
deploying deepfake detectors in real-world applications. We also discuss cases
where certain models exhibit notable failure modes or robustness gaps, emphasizing
the need for continued research on adaptive and multimodal detection techniques.
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FIGURE 1. Heatmap comparison of Accuracy, Precision, Recall, and
F1-Score across models and datasets.

4.1. Model Performance Across Different Datasets.

4.2. Figure 1 presents the performance of selected deepfake detection models across
multiple benchmark datasets. Overall, the results indicate that most models achieve high
accuracy on controlled datasets such as FaceForensics++, but their performance
consistently drops when evaluated on more challenging real-world datasets such as
WildDeepfake, Celeb-DF, and DFDC. In particular, XceptionNet achieves the highest
performance in Face-Forensics++ with an accuracy of 96.4%, while also maintaining
on cross-dataset evaluations. Similarly, the fine-tuned Vision
Transformer (ViT- Base) demonstrates strong generalization, surpassing EfficientNet
and MesoNet on WildDeepfake and DFDC, which reflects its advantage in capturing

competitive results

global spatial dependencies.
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MesoNet, being a lightweight architecture with only 0.28M parameters, shows
significantly lower accuracy across all datasets (77—86%), suggesting that while
computationally efficient, it sacrifices robustness. EfficientNet performs better than
MesoNet, but still lags behind XceptionNet and ViT-Base, particularly under do-
main shifts. Importantly, the observed decline in performance on WildDeepfake (e.g.,
80.7% for MesoNet and 86.7% for EfficientNet) highlights the difficulty of detecting
manipulated content in unconstrained real-world scenarios compared to curated
datasets.

Taken together, these findings underline a clear trade-off: complex architectures
such as XceptionNet and ViT achieve stronger robustness and cross-dataset
generalization, albeit at higher computational cost, whereas lightweight models like
MesoNet are more efficient but less reliable in challenging conditions. These results
emphasize the importance of balancing accuracy, robustness, and efficiency when
designing practical deepfake detection systems for deployment in real-world
applications.

TABLE 1. Model Accuracy Under Different Compression Levels

Model Compression | Accuracy| Precision| Recall | F1
(%) (%) (%) Score

XceptionNet | Raw 96.4 95.7 95.4 95.5
XceptionNet | HQ (c23) 92.8 92.0 91.7 91.9
XceptionNet | LQ (c40) 86.2 85.4 85.0 85.2
EfficientNet | Raw 93.0 925 925 925
EfficientNet | HQ (c23) 89.4 88.7 88.3 88.5
EfficientNet | LQ (c40) 83.8 83.0 82.5 82.7
MesoNet Raw 86.5 85.9 85.3 85.6
MesoNet HQ (c23) 82.3 81.6 811 813
MesoNet LQ (c40) 76.9 76.1 75.7 75.9
ViT-Base Raw 95.5 94.9 94.3 94.6
(Fine-tuned)

ViT-Base HQ (c23) 90.2 89.5 89.1 89.3
(Fine-tuned)

ViT-Base LQ (c40) 84.7 84.0 83.6 83.8
(Fine-tuned)
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4.3. Robustness to Compression. To simulate realistic deployment conditions
where videos may undergo varying degrees of compression, we evaluated the
robustness of each model in three scenarios: no compression, medium compression
(HQ, c24) and high compression (LQ, c40).

Table 1 reports the performance of the deepfake detection models in the Face-
Forensics++ dataset at different levels of video compression. As expected, all models
achieve their highest accuracy in raw uncompressed videos, with XceptionNet
reaching 96.4% and ViT-Base closely following at 95.5%. However, performance
consistently degrades as compression intensifies. Under high compression (c40),
XceptionNet drops to 86.2%, EfficientNet to 83.8%, MesoNet to 76.9%, and ViT-
Base to 84.7%, highlighting the sensitivity of detection networks to lossy encoding
artifacts.

Among the architectures evaluated, XceptionNet shows the strongest robustness
across compression levels, maintaining accuracy greater than 92% even under
moderate compression (c23). The Vision Transformer also performs competitively,
but its accuracy declines more sharply under severe compression compared to
XceptionNet. EfficientNet follows a similar trend, while MesoNet exhibits the
steepest decline, losing nearly 10 percentage points from raw to high compression,
highlighting its limited resilience despite its computational efficiency.

Overall, these findings suggest that, while models like XceptionNet and ViT can
generalize reasonably well under moderate compression, the presence of heavy com-
pression substantially reduces detection reliability. This has critical implications for
deployment in real-world scenarios, where social networks and messaging platforms
often apply aggressive compression that can conceal deepfake traces.

4.4. Effect of Other Distortions. We further assess model performance under
realistic distortions frequently encountered in real-world settings, including
occlusions (e.g., sunglasses), low lighting, and motion blur.

Table 2 summarizes the robustness of various deepfake detection models under
these challenging conditions. As observed, all models experience a drop in
performance compared to clean inputs, yet the extent of degradation varies
significantly by architecture. XceptionNet remains the strongest performer,
achieving 91.7% accuracy under occlusion and 88.4% under low light, demonstrating
a relatively stable robustness. The Vision Transformer (ViT-Base) also shows
competitive results, with 90.5% under occlusion and 87.6% in low-light scenarios,
indicating its capacity for generalization even under challenging conditions.

EfficientNet achieves moderate robustness, performing reasonably well under occlusion
(88.2%) but suffering more under low light (85.1%). MesoNet, in contrast, shows the
most pronounced vulnerability to distortions, with performance dropping to 79.4%
under occlusion and further to 74.9% in low-light settings. This suggests that
lightweight models, while computationally efficient, may lack the representational

capacity to capture subtle deepfake cues when visual quality is degraded.
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TABLE 2. Model Performance with Common Video Distortions
Model Distortion Accuracy| Precision| Recall | F1
(%) (%) (%) Score

XceptionNet | Occlusion 91.7 90.9 90.5 90.7
XceptionNet | Low Light 88.4 87.6 87.1 87.3
EfficientNet Occlusion 88.2 875 87.1 87.3
EfficientNet Low Light 85.1 84.3 83.9 84.1
MesoNet Occlusion 79.4 78.6 78.0 78.3
MesoNet Low Light 749 741 73.6 73.8
ViT-Base Occlusion 90.5 89.8 89.3 89.6
(Fine-tuned)

ViT-Base Low Light 87.6 86.9 86.5 86.7
(Fine-tuned)

111

TABLE 3. Computational Efficiency Metrics of Deepfake Detection Models
Model Parameters | Inference Model Size | Training
Speed Time
o) (FPS) (MB) (hrs)
XceptionNet | 22.9 30 88 12
EfficientNet | 19 35 45 10
MesoNet 0.28 50 3 3
ViT-Base 86 25 400 20
(Fine-tuned)

Overall, these results highlight that occlusions and lighting variations remain
critical challenges for deepfake detectors. Although advanced architectures such
as XceptionNet and VIiT can retain a relatively high detection accuracy under
such distortions, simpler models face substantial performance degradation. These
findings reinforce the need for training strategies and data augmentation techniques
that explicitly account for real-world distortions to enhance detector robustness in
deployment environments.
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4.5. Computational Efficiency and Deployment Considerations.

4.6. Table 3 summarizes model sizes, inference speed (frames per second), number of
parameters, and estimated training times. This information helps to evaluate practical
deployment scenarios that range from edge devices to cloud environments.

5. CONCLUSIONS

This study presented a comprehensive benchmark and evaluation of deepfake
detection models across multiple datasets and real-world distortions. Our
experiments highlight that while models such as XceptionNet and EfficientNet
achieve high accuracy on pristine datasets like FaceForensics++, their
performance degrades under common distortions, including compression artifacts,
occlusions, and varying lighting conditions.

Lightweight architectures like MesoNet demonstrate advantages in computational
efficiency and deployment suitability on edge devices but often sacrifice some
detection robustness. Transformer-based models such as ViT-Base show promise in
balancing accuracy and generalization, particularly when fine-tuned on diverse
datasets.

Our findings emphasize the inherent trade-offs between model complexity, speed,
and robustness. These trade-offs must be carefully considered when designing
practical deepfake detectors for real-world applications, especially where
computational resources or latency are constrained. Additionally, robustness to
adversarial and unseen perturbations remains an open challenge that requires further
research, potentially through multimodal approaches and adaptive learning
strategies.

Future work should explore augmenting detection frameworks with temporal and
audio cues, domain adaptation techniques, and explainability methods to improve
trust and reliability. By continuing to rigorously benchmark detection models under
realistic conditions, the community can accelerate the development of more resilient
and deployable deepfake detection systems critical to preserving media integrity.
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