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Втора меѓународна конференција ЕТИМА 

Second International Conference ETIMA 

 

PREFACE  

 

The Faculty of Electrical Engineering at University Goce Delcev (UGD), has organized the Second 

International Conference Electrical Engineering, Informatics, Machinery and Automation - 

Technical Sciences applied in Economy, Education and Industry-ETIMA.   

ETIMA has a goal to gather the scientists, professors, experts, and professionals from the field of 

technical sciences in one place as a forum for exchanging the ideas, strengthening the multidisciplinary 

research and cooperation, and promoting the achievements of technology and its impact on every aspect 

of living. We hope that this conference will continue to be a venue for presenting the latest research 

results and developments on the field of technology.  

Conference ETIMA was held as online conference. More than sixty colleagues contributed to this event, 

from five different countries with more than thirty papers. 

We would like to express our gratitude to all the colleagues, who contributed to the success of 

ETIMA’23 by presenting the results of their current research and by launching the new ideas through 

many fruitful discussions.  

We invite you and your colleague to attend ETIMA Conference in the future as well. One should believe 

that next time we will have opportunity to meet each other and exchange ideas, scientific knowledge 

and useful information as well as to involve as much as possible the young researchers into this scientific 

event. 

 

     The Organizing Committee of the Conference  

 

 

 

ПРЕДГОВОР 

 

Меѓународната конференција Електротехника, Технологија, Информатика, Машинство и 

Автоматика-технички науки во служба на економија, образование и индустрија-ЕТИМА е 

организирана од страна на Електротехничкиот факултет при Универзитетот „Гоце Делчев“. 

ЕТИМА има за цел да ги собере на едно место научниците, професорите, експертите и 

професионалците од полето на техничките науки и да претставува форум за размена на идеи, да 

го зајканува мултидисциплинарното истражување и соработка и да ги промовира технолошките 

достигнувања и нивното влијание врз секој аспект од живеењето. Се надеваме дека оваа 

конференција ќе продолжи да биде настан на кој ќе се презентираат најновите резултати од 

истражувањата и развојот на полето на технологијата. 

Конференцијата ЕТИМА се одржа online и на неа дадоа свој придонес повеќе од шеесет автори 

од пет различни земји со повеќе од триесет труда.  

Сакаме да ја искажеме нашата благодарност до сите колеги кои придонесоа за успехот на 

ЕТИМА’23 со презентирање на резултати од нивните тековни истражувања и со лансирање на 

нови идеи преку многу плодни дискусии. 

 

     Организационен одбор на конференцијата 
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Abstract  

In the digital age, information security has become increasingly important as the amount of sensitive data being 

stored and transmitted electronically continues to grow. Information security refers to the practice of protecting 

information from unauthorized access, use, disclosure, disruption, modification, or destruction. Ensuring 

information security in the digital age involves implementing a variety of security measures to ensure the 

confidentiality, integrity, and availability of information. One important aspect of information security is the 

protection of sensitive information, such as personal information, financial data, and trade secrets. This can be 

achieved through the use of encryption, secure communication protocols, and access controls. Additionally, 

network security is crucial in protecting information systems and networks from cyber-attacks. This can be done 

through the use of firewalls, intrusion detection and prevention systems, and regular security audits. Another 

element of information security is incident response and management, including planning for and responding to 

security breaches. This can involve activating incident response teams, conducting forensic investigations, and 

implementing recovery plans to restore normal operations. A comprehensive information security program also 

includes employee education and awareness, security policy, and compliance with relevant regulations and 

standards such as PCI-DSS, HIPAA, and ISO 27001. Overall, information security is a constantly evolving field 

as new technologies and attack methods are developed. It requires ongoing monitoring, testing, and updating of 

security measures to ensure the ongoing protection of information in the digital age. 

Key words 

Digital age, information security, protection of sensitive information, network security and cyber-attacks.  

 

Introduction  

In today's digital age, information security has become a critical concern for individuals, 

businesses, and governments. With the increasing amount of sensitive data being stored and 

transmitted electronically, the potential for unauthorized access, use, disclosure, disruption, 

modification, or destruction of this information has grown. As a result, ensuring information 

security has become a top priority for organizations of all sizes and industries. Information 

security, also known as cybersecurity or IT security, involves the implementation of a variety 

of security measures to protect information from cyber threats. These threats can include 

hacking, malware, phishing, and other forms of cyber-attacks. In addition to protecting sensitive 

information, information security also aims to ensure the availability and integrity of 

information systems and networks. 

One important aspect of information security is the protection of sensitive information, such as 

personal information, financial data, and trade secrets. This can be achieved through the use of 

encryption, secure communication protocols, and access controls. Additionally, network 

security is crucial in protecting information systems and networks from cyber-attacks. This can 

be done through the use of firewalls, intrusion detection and prevention systems, and regular 

security audits. 

Another element of information security is incident response and management, including 

planning for and responding to security breaches. This can involve activating incident response 
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teams, conducting forensic investigations, and implementing recovery plans to restore normal 

operations. A comprehensive information security program also includes employee education 

and awareness, security policy, and compliance with relevant regulations and standards such as 

PCI-DSS, HIPAA, and ISO 27001. Information security is a constantly evolving field, with 

new technologies and attack methods being developed all the time. This means that 

organizations must stay vigilant and keep their security measures up to date in order to 

effectively protect their information. In addition, organizations must also be prepared for the 

possibility of a security breach and have incident response plans in place to minimize the impact 

of any security incident. 

The rise of cloud computing, Internet of Things (IoT), and mobile devices has also led to new 

security challenges. The use of cloud computing services and mobile devices has increased the 

amount of data stored and transmitted over the internet. This has led to an increase in the number 

of potential entry points for cyber attackers. Furthermore, the growing number of IoT devices 

connected to the internet has created new opportunities for cyber attackers to gain access to 

sensitive information. To ensure information security in the digital age, organizations must 

adopt a proactive approach. This includes regular risk assessments, penetration testing, and 

security audits to identify vulnerabilities and potential threats. Additionally, organizations 

should invest in advanced security technologies such as artificial intelligence (AI) and machine 

learning (ML) to help detect and respond to cyber threats in real-time [1 – 6]. 

1. Related Work  

Information security is a complex and multifaceted field that has been the subject of much 

research in recent years. A variety of approaches and techniques have been proposed to ensure 

the confidentiality, integrity, and availability of information in the digital age. This section will 

provide an overview of some of the most relevant research in the field of information security, 

focusing on areas such as encryption, network security, incident response, and compliance. 

Encryption is a widely used technique for protecting sensitive information from unauthorized 

access. A number of encryption algorithms have been proposed and studied, including the 

Advanced Encryption Standard (AES) and the Rivest-Shamir-Adleman (RSA) algorithm. 

Research in this area has focused on the development of more secure and efficient encryption 

algorithms, as well as the study of potential weaknesses in existing algorithms [1 – 3]. 

Network security is another important aspect of information security. Firewalls, intrusion 

detection and prevention systems, and virtual private networks (VPNs) are commonly used to 

protect networks from cyber-attacks. Research in this area has focused on the development of 

more advanced security technologies, such as intrusion detection systems that use artificial 

intelligence (AI) and machine learning (ML), as well as the study of new types of cyber-attacks 

and vulnerabilities. 

Incident response and management is also an important aspect of information security. This 

includes planning for and responding to security breaches, as well as conducting forensic 

investigations and implementing recovery plans. Research in this area has focused on the 

development of incident response frameworks, as well as the study of best practices for incident 

response and management. 

Compliance with regulations and standards is also an important aspect of information security. 

The Payment Card Industry Data Security Standard (PCI-DSS), the Health Insurance 

Portability and Accountability Act (HIPAA), and the International Organization for 

Standardization (ISO) 27001 standard are examples of regulations and standards that 

organizations must comply with to ensure information security. Research in this area has 

focused on the development of compliance frameworks, as well as the study of best practices 

for compliance [4 – 6]. 
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The research in information security also covers the security of cloud computing, Internet of 

Things (IoT), and mobile devices, which has become increasingly important in recent years. 

The use of cloud computing services and mobile devices has increased the amount of data 

stored and transmitted over the internet. This has led to an increase in the number of potential 

entry points for cyber attackers. Furthermore, the growing number of IoT devices connected to 

the internet has created new opportunities for cyber attackers to gain access to sensitive 

information. 

To ensure information security in the digital age, organizations must adopt a proactive 

approach. This includes regular risk assessments, penetration testing, and security audits to 

identify vulnerabilities and potential threats. Additionally, organizations should invest in 

advanced security technologies such as AI and ML to help detect and respond to cyber threats 

in real-time [1 – 6]. 

1.1. Challenges and opportunities  

Ensuring information security in the digital age is a complex and challenging task, as new 

technologies and attack methods are constantly emerging. This section will discuss some of the 

challenges and opportunities that organizations face in ensuring information security in the 

digital age. One of the major challenges of information security is the ever-increasing number 

of cyber threats. The rise of the internet and the proliferation of connected devices have led to 

an increase in the number of potential entry points for cyber attackers. Additionally, 

cybercriminals are becoming increasingly sophisticated, using advanced tactics such as social 

engineering and malware to gain access to sensitive information. This makes it difficult for 

organizations to keep pace with the changing threat landscape and protect themselves from 

cyber threats [1 – 6]. 

Another challenge is the lack of security expertise. As the field of information security 

continues to evolve, organizations may struggle to find and retain security professionals with 

the necessary skills and knowledge. This can make it difficult for organizations to implement 

effective security measures and stay up to date with the latest threats and technologies. 

The rise of cloud computing and mobile devices has also presented new security challenges. 

The use of cloud computing services and mobile devices has increased the amount of data 

stored and transmitted over the internet. This has led to an increase in the number of potential 

entry points for cyber attackers. Furthermore, the growing number of Internet of Things (IoT) 

devices connected to the internet has created new opportunities for cyber attackers to gain 

access to sensitive information. 

However, despite these challenges, there are also many opportunities for organizations to 

improve their information security in the digital age. One opportunity is the use of advanced 

security technologies such as artificial intelligence (AI) and machine learning (ML). These 

technologies can help organizations detect and respond to cyber threats in real-time and can 

also be used to automate security tasks such as incident response and compliance. 

Another opportunity is the development of new security standards and regulations. 

Organizations can use these standards and regulations as a guide to improve their security 

practices and ensure compliance. For example, the Payment Card Industry Data Security 

Standard (PCI-DSS), the Health Insurance Portability and Accountability Act (HIPAA), and 

the International Organization for Standardization (ISO) 27001 standard are examples of 

regulations and standards that organizations must comply with to ensure information security. 



 

 

 122 

Additionally, organizations can also improve their security by implementing incident response 

and management plans. This includes planning for and responding to security breaches, as well 

as conducting forensic investigations and implementing recovery plans. By having incident 

response plans in place, organizations can minimize the impact of a security incident and return 

to normal operations more quickly [1 – 6]. 

1.2. The future of Information Security 

Information security is an ever-evolving field, with new technologies and attack methods 

constantly emerging. As such, it is important for organizations to stay informed about the future 

of information security in order to effectively protect themselves from cyber threats. This 

section will discuss some of the key trends and developments that are likely to shape the future 

of information security. One trend that is expected to continue in the future is the increasing 

use of artificial intelligence (AI) and machine learning (ML) in information security. These 

technologies can help organizations detect and respond to cyber threats in real-time and can 

also be used to automate security tasks such as incident response and compliance. Additionally, 

AI and ML can also be used to analyze large amounts of data to identify patterns and anomalies 

that may indicate a cyber-attack [1 – 6]. 

Another trend that is expected to continue in the future is the increasing use of cloud computing 

and edge computing. Cloud computing can provide organizations with a cost-effective and 

scalable way to store and process data. However, this has led to an increase in the number of 

potential entry points for cyber attackers. Edge computing, on the other hand, brings computing 

power closer to the data source to reduce network traffic and improve response times. 

The Internet of Things (IoT) is also expected to play an increasingly important role in the future 

of information security. As more and more devices become connected to the internet, the 

number of potential entry points for cyber attackers will continue to grow. As such, it is 

important for organizations to ensure that their IoT devices are secure and to implement 

security measures to protect them from cyber threats. Another trend that is expected to shape 

the future of information security is the increasing importance of compliance. Organizations 

must comply with a variety of regulations and standards to ensure information security, such 

as the Payment Card Industry Data Security Standard (PCI-DSS), the Health Insurance 

Portability and Accountability Act (HIPAA), and the International Organization for 

Standardization (ISO) 27001 standard. As such, organizations will need to keep up to date with 

the latest regulations and standards to ensure compliance [1 – 4]. 

Finally, the future of information security will be shaped by the increasing importance of user 

education and awareness. As cyber threats become more sophisticated, it is important for users 

to understand how to identify and respond to these threats. Organizations will need to invest in 

user education and awareness programs to ensure that their employees are well-informed about 

the latest cyber threats and how to protect themselves [1 – 6]. 

Conclusions  

In conclusion, ensuring information security in the digital age is a complex and challenging 

task that requires a holistic approach. Organizations must prioritize the protection of sensitive 

information, while also ensuring the availability and integrity of information systems and 

networks. Additionally, they must stay up to date with the latest technologies and attack 
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methods and be prepared for the possibility of a security breach. One of the key aspects of 

information security is the protection of sensitive information, such as personal information, 

financial data, and trade secrets. This can be achieved through the use of encryption, secure 

communication protocols, and access controls. Additionally, network security is crucial in 

protecting information systems and networks from cyber-attacks. This can be done through the 

use of firewalls, intrusion detection and prevention systems, and regular security audits. 

Another important aspect of information security is incident response and management, 

including planning for and responding to security breaches. This can involve activating 

incident response teams, conducting forensic investigations, and implementing recovery plans 

to restore normal operations. A comprehensive information security program also includes 

employee education and awareness, security policy, and compliance with relevant regulations 

and standards such as PCI-DSS, HIPAA, and ISO 27001. 

The rise of cloud computing, Internet of Things (IoT), and mobile devices has also led to new 

security challenges. The use of cloud computing services and mobile devices has increased the 

amount of data stored and transmitted over the internet. This has led to an increase in the 

number of potential entry points for cyber attackers. Furthermore, the growing number of IoT 

devices connected to the internet has created new opportunities for cyber attackers to gain 

access to sensitive information. To ensure information security in the digital age, organizations 

must adopt a proactive approach. This includes regular risk assessments, penetration testing, 

and security audits to identify vulnerabilities and potential threats. Additionally, organizations 

should invest in advanced security technologies such as artificial intelligence (AI) and machine 

learning (ML) to help detect and respond to cyber threats in real-time. 

In the future, organizations should expect the increasing use of AI and ML in information 

security, cloud computing, IoT and mobile devices to present new security challenges, 

compliance to be a major concern and user education and awareness to be a key aspect of 

ensuring information security.  

Overall, ensuring information security in the digital age is a continuous effort that requires 

ongoing monitoring, testing, and updating of security measures to ensure the ongoing 

protection of information. By staying informed and taking a proactive approach, organizations 

can better protect themselves against cyber threats and ensure the security of their information 

in the digital age. 
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