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Tpera merynapoana kondepenuuja ETUMA
Third International Conference ETIMA

PREFACE

The Third International Conference “Electrical Engineering, Technology, Informatics, Mechanical
Engineering and Automation — Technical Sciences in the Service of the Economy, Education and
Industry” (ETIMA’25), organized by the Faculty of Electrical Engineering at the “Goce Delchev”
University — Shtip, represents a significant scientific event that enables interdisciplinary exchange of
knowledge and experience among researchers, professors, and experts in the field of technical sciences.
The conference was held in an online format and brought together 78 authors from five different
countries.

The ETIMA conference aims to establish a forum for scientific communication, encouraging
multidisciplinary collaboration and promoting technological innovations with direct impact on modern
life. Through the presentation of scientific papers, participants shared the results of their research and
development activities, contributing to the advancement of knowledge and practice in relevant fields.
The first ETIMA conference was organized four years ago, featuring 40 scientific papers. The second
conference took place in 2023 and included over 30 papers. ETIMA’25 continued this scientific
tradition, presenting more than 40 papers that reflect the latest achievements in electrical engineering,
technology, informatics, mechanical engineering, and automation.

At ETIMA’25, papers were presented that addressed current topics in technical sciences, with particular
emphasis on their application in industry, education, and the economy. The conference facilitated
fruitful discussions among participants, encouraging new ideas and initiatives for future research and
projects.

ETIMA’25 reaffirmed its role as an important platform for scientific exchange and international
cooperation. The organizing committee extends sincere gratitude to all participants for their
contribution to the successful realization of the conference and its scientific value.

We extend our sincerest gratitude to all colleagues who, through the presentation of their papers, ideas,
and active engagement in discussions, contributed to the success and scientific significance of
ETIMA’25.

The Organizing Committee of the Conference



IIPE/II'OBOP

Tperarta merynapoana koudepennuja ,,Enexkrporexuuka, Texnonoruja, Madpopmarnka, MammHcTBO 1
ABTOMaTHKa — TEXHMYKA HAyKHW BO CiIy’)k0a Ha eKOHOMHjaTa, OOpa30BaHUETO W WHAyCTpujaTa‘
(ETUMA’25), opraausupana off EneKTpoTeXHUIKHOT (akynTeT mpu Y HUBEp3UTeToT ,,I onre Jlemaes*
— ITum, npeTcTaByBa 3Ha4YacH HaydeH HACTaH KOj OBO3MOXKYBa WHTEPIUCIMIUIMHApHA pa3MeHa Ha
3HaCHka M MCKYCTBA Mery HCTpaxKyBaud, NPOPECOPH M CKCIEPTH OJ TEXHUYKHTE HAyKH.
Kondepennujara ce onprxa Bo oHIAjH popMaT U 00earHU 78 aBTOPH OJ IET Pa3IAIHH 3EMjH.

Kondepenunjara ETUMA uma 3a nen aa co3aane GopyMm 3a HaydHa KOMYHHKAlHja, MOTTHKHYBajKH
MYJATHIUCLIUILUTMHAPHA COpaOOTKa M IPOMOBHPAjKH TEXHOJIOIIKY HHOBAIMH CO AUPEKTHO BIIWjaHHUE BP3
COBPEMEHOTO JKHBeeme. [IpeKy mpe3eHTanmdja Ha HAyYHH TPYJOBH, YYECHHIIUTE T'M CIIOJETyBaaT
pe3yNTaTUTE O/l CBOMTE MUCTPaXKyBara M Pa3BOJHU aKTHBHOCTH, IIPUIOHECYBAjKH KOH yHAIPEIyBambe
Ha 3HACHETO U NMPAKTUKATa BO PEJIEBAHTHUTE 00JIACTH.

[IpBata xoHdepenmmja ETMMA Oeme opranm3mpaHa TMpel YeTHPW TOIWHHU, TpH INTO Oea
npesentrpann 40 HaydHu TpynoBH. Bropara koHdepenuuja ce oapxka Bo 2023 roanHa U BKIyYd HaJ
30 tpynoBu. ETUMA’25 mnpomoyku co McTaTa Hay4Ha Tpajauiidja, Npe3eHTHpajku moBeke ox 40
TPYZOBH KOWU THM OTCIMKYBaaT HAjHOBUTE [OCTUTHYBama BO o0jacTa Ha €JIEKTPOTEXHHUKATa,
TEXHOJIOTHjaTa, MHPOPMATHKATa, MAIIMHCTBOTO U aBTOMATHKATA.

Ha ETUMA’25 6ea npe3eHTUpaHU TPYI0BH KOM 00pab0OTyBaaT aKTYEIHA TEMH O] TEXHHYKHUTE HAYKH,
Cco ToceOeH akIeHT Ha HHUBHATa NpUMEHa BO HWHAYCTpHjaTa, OOpa30BaHHMETO W EKOHOMHjaTa.
Kondepenuunjara 0Bo3MOXH TUIOIHA JUCKYCHja Mely y4YECHHUIIWTE, MOTTUKHYBAjKHM HOBU HIEH W
WHHULYjaTUBH 32 UIHU UCTPAKYBamba U MIPOEKTH.

ETHUMA’25 ja moTBpau cBojaTa yJiora Kako 3HavajHa IulaTopMa 3a HaydyHa pa3MeHa W
MHTEpHAIMOHAIHA copaboTka. OpraHM3alMOHUOT OI00p yIaTyBa MCKpeHa OJIaroJapHOCT IO CUTE
YUYECHUIIM 32 HUBHUOT MPHIOHEC KOH YCIIEITHATA Peali3allija Ha KOH(EepEeHIMjaTa i Hej3HHATa HaydHa
BpeaHocT. Kondepenijara ce o/ip>xka OHIAjH U 00SAMHU CEIyMICCET U OCYM aBTOPH OJ1 €T Pa3IUIHU
3eMjH.

I/I3pa3yBaMe rojcmMma 6JIal"O,Z[apHOCT A0 CUTC KOJICTU KOU CO NPE3CHTUPAKLC HA CBOUTE TPYAOBU, HJICH U

aKTHBHA BKJIIYUYEHOCT BO JUCKYCHUTE MpHIoHecoa 3a ycnexoT Ha ETMMA’25 u Hej3uHaTa HaydHa
BPEJIHOCT.

Opeanuzayuonen 0060p Ha KoOHepeHyujama



COJAPKXHNHA / TABLE OF CONTENTS:

COBPEMEHO PAHOI'PA/IUHAPCKO IMPOU3BOJACTBO CO IIPUMEHA HA

OBHOBJIUBU EHEPTETCKH U3BOPU U TEXHOUIOTHM!...........ocoooveeeeeeeeeeeeeeereeen, 15
INUPOKOIIOJACEH NPEHOC HA MIOJIATOILA IPEKY
EJEKTPOEHEPTETCKATA MPEJKA ....ooooooeoeeeeeeeeeeeeeeeeee e e eee e e esee s e esses s 25
TRANSIENT PHENOMENA IN BLACK START ..oooeeeeeeeeeeeeeeeeeeee oo eeeeeeeeesenes e enaenans 32
OPTIMIZATION OF SURPLUS ELECTRICITY MANAGEMENT FROM MUNICIPAL
PHOTOVOLTAIC SYSTEMS: VIRTUAL STORAGE VS BATTERY SYSTEMS............ 43
IMPACT OF LIGHT POLLUTION ON ENERGY EFFICIENCY ...coooeeeeeeeeeeeeeeeeeeerennn, 53
NEPCIEKTUBH, IPEAN3BUIIN U THOBALIMA BO IEPOBCKUTHUTE
COTIAPHIL KEJIMM .......coooooeoeeeeeeeeeeeeee oot e e et e e et e s e e e et et e s et e e s es e e s e et e s et e e es e e e es e 61

MPUMEHA HA HAHOMATEPUJAJIA KAJ ®OTOBOJITAUNYHHU KEJIUH 3A
3I'OJIEMYBAIBE HA HUBHATA EOUKACHOCT IIPEKY HAMAJIYBAIBE HA
PABOTHATA TEMIIEPATYPA ...t 68

LONG-TERM POWER PURCHASE AGREEMENT FOR PHOTOVOLTAIC ENERGY
AS A SOLUTION FOR ENHANCING THE PROFITABILITY OF THE

TASHMARUNISHTA PUMPED-STORAGE HYDRO POWER PLANT ......ccccooiiiiin. 75
CIIOPEJBEHA AHAJIM3A HA IOTPOIIYBAYKA, EHEPTETCKA E@UKACHOCT
N TPOIIOLU KAJ BO3UJIA CO PA3JIMYEH TUIT HATIOTOH. ..., 87
ABTOMATCKU CUCTEM 3A HABOJJHYBAIGE YIIPABYBAH Ol ARDUINO
MHUKPOKOHTPOUIEP ..ot 95
INPUMEHA HA WAMS U WACS CUCTEMMU BO SMART GRID.........c..cccoviniiniiinn, 103
10T-BASED ENVIRONMENTAL CONTROL IN 3D PRINTER ENCLOSURES FOR
OPTIMAL PRINTING CONDITIONS. ...t s 112
BENEFITS OF STUDYING 8086 MICROPROCESSOR FOR UNDERSTANDING
CONTEMPORARY MICROPROCESSOR........ccooiiiiiiiii s 123
IMPAKTUYHA CUMYJIALHUJA HA SCADA CUCTEM 3A CJIIEJEILE U
PEI'YJJAIIMJA HA HUBO HA TEHHOCT BO PE3EPBOAP..............ccooiiiiiiinn, 130

ADVANCEMENTS IN INDUSTRIAL DIGITAL SENSORS (VERSION 3.0 TO 4.0) AND
RADAR SYSTEMS FOR OBJECT DETECTION: A STATE-OF-THE-ART REVIEW. 140

CHALLENGES AND SOLUTIONS FOR ENHANCING DRONE-TO-TOC
COMMUNICATION PERFORMANCE IN MILITARY AND CRISIS OPERATIONS..148

BRIDGING TELECOM AND AVIATION: ENABLING SCALABLE BVLOS DRONE

OPERATIONS THROUGH AIRSPACE DIGITIZATION ....cocoiiiiiiicieec, 157
MEASURES AND RECOMMENDATIONS FOR EFFICIENCY IMPROVEMENT OF
ELECTRICAL MOTORS ... s 167
USE OF MACHINE LEARNING FOR CURRENT DENSITY DISTRIBUTION
ESTIMATION OF REBCO COATED CONDUCTORS ... 180
APPLICATION OF ARTIFICIAL INTELLIGENCE IN DENTAL MEDICINE ............. 186

HNHTETPALIUJA HA JUTUTAJTHUOT CHEKTPO®OTOMETAP BO JTEHTAJIHATA
MEJIUINUHA - HOBU MOKHOCTH 3A TOYHOCT U KBAJIMTET ...........oovvvninnn. 194



CORRELATION OF DENTAL MEDICINE STUDENTS’ PERFORMANCE IN

PRECLINICAL AND CLINICAL COURSES..........cccooiiii 205
INTRAORAL ELECTROSTIMULATOR FOR RADIATION INDUCED XEROSTOMIA
IN PATIENTS WITH HEAD AND NECK CANCER........cccoiiiiii 214
ELECTROMAGNETIC INTERFERENCE OF ENDODONTIC EQUIPMENT WITH
GASTRIC PACEMAKER ... s 221
DENTAL IMPLANTS ANALYSIS WITH SEM MICROSCOPE ...........ccoooiiiiiiie 226
MNPEJHOCTHU U HEJOCTATOLMU ITPU YIIOTPEBA HA JIACEP BO
PECTABPATUBHATA CTOMATOJIOTHJA 1 EHAOAOHIUJA...............coovvvien, 231
LASERS AND THEIR APPLICATION IN PEDIATRIC DENTISTRY .....cccooiiiiiiiiiis 238
INCREASE OF ENVIRONMENTALLY RESPONSIBLE BEHAVIOUR THROUGH
EDUCATION AND TECHNOLOGICAL INNOVATION ..o 242
A DATA-DRIVEN APPROACH TO REAL ESTATE PRICE ESTIMATION: THE CASE
STUDY SLOVAKIA ... oo 249
ANALYSIS OF THE BACKWARD IMPACTS OF APHOTOVOLTAIC POWER PLANT
ON THE DISTRIBUTION SYSTEM .....ooiiiiiii s 261
VARIANT SOLUTIONS FOR A PARKING LOT COVERED WITH PHOTOVOLTAIC
PANELS ... s 268
COMPARISON OF ENERGY STATUS IN PORTUGAL AND IN SLOVAKIA............... 279
DESIGN, ANALYSIS AND IMPLEMENTATION OF PHOTOVOLTAIC SYSTEMS ... 286
BATTERY STORAGE IN TRACTION POWER SUPPLY ..o, 297
THE ROLE OF CYBERSECURITY AWARENESS TRAINING TO PREVENT
PHISHING ... ..o s 304
A REVIEW OF RESOURCE OPTIMIZATION TECHNIQUES IN INTRUSION
DETECTION SYSTEMS ... e 311
APPLICATION OF A ROBOTIC ARM IN A SIMPLE PICK-AND-DROP OPERATION
...................................................................................................................................................... 321

SIMULATION-BASED PERFORMANCE ANALYSIS OF A SECURE UAV-TO-TOC
COMMUNICATION FRAMEWORK IN MILITARY AND EMERGENCY

OPERATIONS ... 328
DIGITALIZATION OF BPM USING THE CAMUNDA SOFTWARE TOOL ON THE
EXAMPLE OF THE CENTRAL BANK OF MONTENEGRO ..o, 339

DESIGNING A SECURE COMMUNICATION FRAMEWORK FOR UAV-TO-TOC
OPERATIONS IN MILITARY AND EMERGENCY ENVIRONMENTS.........ccoeiiiin. 349



Tpera merynapoana kondepenunja ETUMA
Third International Conference ETIMA

UDC: [621.396.67.014.9:355.5]:004.77.056
https://www.doi.org/10.46763/ETIMA2531328m

SIMULATION-BASED PERFORMANCE ANALYSIS OF A SECURE
UAV-TO-TOC COMMUNICATION FRAMEWORK IN MILITARY AND
EMERGENCY OPERATIONS

Rexhep Mustafovski!, Aleksandar Risteski®, Tomislav Shuminoski'
L Faculty of Electrical Engineering and Information Technologies, Ss. Cyril and Methodius University, ul. Ruger
Boshkovikj, 1000 Skopje, North Macedonia
email: rexhepmustafovski@gmail.com

Abstract

Secure and reliable communication between Unmanned Aerial Vehicles (UAVs) and Tactical Operations Centers
(TOCs) is a cornerstone of success in military and emergency response operations. As modern battlefields and
disaster zones become increasingly reliant on real-time data, conventional UAV communication systems continue
to struggle with electronic warfare threats, cyber intrusions, latency, and data loss under high-stress conditions.
This paper presents a simulation-based performance evaluation of the previously proposed Secure
Communication Framework for UAV-to-TOC Operations (SCF-UAVTOC). The framework integrates blockchain-
based authentication, software-defined radios (SDR), quantum-safe encryption, and Al-driven intrusion detection.
Simulated scenarios, reflecting contested environments with jamming, spoofing, and bandwidth congestion, were
executed to assess the framework's real-time performance against traditional models. Metrics such as data
delivery success rate, latency under stress, and cybersecurity resilience were analyzed. The results clearly show
that SCF-UAVTOC significantly improves communication reliability, reduces latency, and maintains mission
continuity, even under adversarial conditions. This research provides empirical evidence that advanced security
and adaptive communication technologies can transform UAV network resilience in real-world military and crisis
settings, offering a path toward more robust tactical communication infrastructures.

Key words:

Adaptive Communication, Latency Optimization, Mission Continuity, Real-Time Transmission, Tactical Networks,
UAV Operations, UAV-to-TOC Communication.

Introduction

The evolution of military and emergency response operations has increasingly relied on the
deployment of Unmanned Aerial Vehicles (UAVs) for surveillance, reconnaissance, and
intelligence collection. The ability of UAVSs to transmit real-time data to Tactical Operations
Centers (TOCs) plays a critical role in the success of coordinated decision-making, threat
identification, and rapid response actions. However, as the operational environments in which
these systems function become more complex and contested, the limitations of traditional UAV-
to-TOC communication frameworks have become more apparent [1], [4], [6].

Traditional systems frequently operate using static communication channels and centralized
network control. These designs are susceptible to a range of vulnerabilities, including electronic
warfare (EW) threats such as jamming and spoofing, bandwidth congestion, latency during
high-demand periods, and cyber intrusions that threaten mission-critical data [5], [9], [14]. In
dynamic operational environments—such as disaster zones or combat theaters—any delay or
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disruption in communication can compromise both mission success and the safety of personnel
[3], [10].

Modern warfare has ushered in a new range of asymmetric and cyber-enabled threats. UAVS,
while highly valuable, present attack surfaces that adversaries can exploit through denial-of-
service (DoS) attacks, hijacking attempts, or malicious data injections. For example, EW tactics
such as GPS spoofing can mislead UAVSs into off-course paths, while jamming can sever their
links to TOCs, cutting off vital real-time intelligence [4], [7], [14]. Similarly, insecure
communication channels may allow adversaries to intercept and manipulate UAV data streams,
endangering operational confidentiality and decision-making integrity [6], [12], [16].

To counter these challenges, new architectural approaches have been proposed. One such
solution is the Secure Communication Framework for UAV-to-TOC Operations (SCF-
UAVTOC), which integrates multiple defensive layers: blockchain-based decentralized
authentication, software-defined radios (SDRs) for frequency agility, Al-driven intrusion
detection, and quantum-safe encryption for long-term data protection [5], [10], [18]. These
elements together establish a dynamic, adaptive, and resilient communication environment that
is capable of withstanding interference and cyber-attacks while maintaining interoperability
with allied forces [15], [18].

While the conceptual advantages of the SCF-UAVTOC model are promising, this paper aims
to go beyond theory by providing simulation-based evidence of its performance. Specifically,
we simulate its behavior under conditions designed to replicate real-world EW and cyberattack
scenarios. These include dense electromagnetic environments, data packet floods, and latency-
sensitive situations in both military and emergency contexts. We compare the SCF-UAVTOC
framework to a baseline traditional UAV communication system using key performance
metrics: data delivery success rate, latency levels, system responsiveness, and resistance to EW
and cyber intrusions.

Simulation and modeling have become essential tools for validating communication
frameworks, especially when full-scale deployment in live operational environments is not
feasible or safe. Previous work has emphasized the importance of testing communication
resilience using controlled, repeatable scenarios that can emulate signal loss, congestion, and
adversarial threats [3], [9], [13]. Our simulation environment builds on this tradition by
including scenarios in which a UAV swarm transmits real-time video and sensor data to TOC
while facing spoofing, jamming, and bandwidth overloads.

Furthermore, communication success must be assessed not only by performance metrics but
also by how effectively the system supports decision-making and mission execution. In military
operations, timely delivery of intelligence can mean the difference between strategic advantage
and operational failure [1], [6], [11]. In emergency response scenarios—such as natural disasters
or mass casualty events, delayed information can hinder life-saving interventions and increase
chaos on the ground [7], [19].

To meet these demands, the SCF-UAVTOC framework employs adaptive frequency selection
via SDR, which allows UAVs to avoid congested or jammed frequencies in real time. This
capability, combined with blockchain-based authentication, ensures that only verified UAVs
and TOCs can participate in secure communication sessions, effectively minimizing the risk of
malicious actors spoofing legitimate nodes [5], [12]. Additionally, quantum-safe encryption
algorithms future-proof the system against evolving cryptographic threats, including those
posed by emerging quantum computing capabilities [16], [18].

The simulations in this paper also examine how well the proposed model maintains
communication under resource constraints, such as limited bandwidth or computational
overhead—common limitations in battlefield or disaster environments. For instance, UAVs
operating in remote areas may have to relay data over intermittent or low-capacity links. Our
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simulation framework captures these constraints and tests the robustness of the SCF-UAVTOC
design.

Interoperability is another cornerstone of modern operations. Joint missions involving multiple
nations or agencies often require seamless communication between different UAV systems and
command centers. A lack of standardized encryption protocols, incompatible data formats, and
non-aligned network architecture has historically hindered these efforts [7], [15], [18]. The SCF-
UAVTOC framework addresses this challenge by integrating NATO-compliant communication
standards, promoting effective cooperation among allies during joint deployments.

This paper aims to provide a practical, evidence-based validation of the SCF-UAVTOC model.
Through detailed simulation scenarios and comparative performance analysis, we demonstrate
the framework's superiority over traditional systems in areas such as data delivery rate, latency,
cyber resilience, and EW mitigation. By offering both architectural innovation and simulation-
backed validation, this work contributes a significant step forward in the development of future-
ready UAV communication systems for military and emergency applications [1]-[20].

1. Simulation Design and Performance Metrics

To assess the real-world viability of the Secure Communication Framework for UAV-to-TOC
Operations (SCF-UAVTOC), a simulation-based performance analysis was conducted. The
simulation environment was designed to replicate real-world military and emergency scenarios
where UAVs transmit high-priority intelligence to Tactical Operations Centers (TOCs) under
conditions such as jamming, spoofing, cyberattacks, and high data traffic. A traditional
communication system was used as a baseline for comparison. This section explains the
simulation setup, performance metrics, and results.

1.1. Simulation Environment

The simulation was conducted using a hybrid of OMNeT++ and MATLAB Simulink. These
tools allowed for realistic modeling of UAV communication architectures, including the
behavior of software-defined radios (SDRs), blockchain authentication, adaptive routing, and
encryption processes.

System Setup:
e Number of UAVs: 10.
e TOC Nodes: 1.
o Communication Protocols: Traditional UAV comm (baseline), SCF-UAVTOC.
e Network Load: Real-time video (4K), telemetry, sensor fusion data.

e Threat Simulations: Jamming, Spoofing, DDoS (Denial of Service), Bandwidth
Congestion.

e Scenario Time: 600 seconds (10 minutes).
1.2. Performance Metrics

We evaluated both models—traditional and SCF-UAVTOC—on four key performance
indicators (KPlIs):

1. Data Delivery Success Rate (% of transmitted packets successfully received).
2. Latency (ms).
3. Cyberattack Resilience (% of successful intrusion prevention).
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4. Adaptability under Bandwidth Stress (packet drop ratio).
1.3. Results and Discussion
1. Data Delivery Success Rate

In high-risk environments, a system’s ability to consistently deliver data is essential for mission
success. The SCF-UAVTOC showed robust performance even under electronic interference.

Table 1. Data Delivery Success Rate Under Varying Conditions

Scenario Traditional System (%) SCF-UAVTOC (%)
Normal operation (no 97 99.5
threat)
EW jamming (low 68 91
frequency)
High packet congestion 72 94.3
Combined cyber and EW 55 87.1
attack
Spoofing attempt 61 89.6

The SCF-UAVTOC framework maintained a delivery success rate above 87% even under
combined jamming and cyber threats. Blockchain authentication and Al-powered rerouting
played a vital role in rejecting spoofed packets and maintaining secure links [4], [7], [10].

2. Latency Performance

Latency is a critical parameter, especially for real-time operations such as drone surveillance,
target acquisition, and search-and-rescue missions. Low latency ensures decisions can be made
promptly.

Table 2. Latency Comparison Between Systems

Scenario Traditional (ms) SCF-UAVTOC (ms)
Idle/normal 82 89
conditions

Congestion (high 240 112
data flow)

Jamming 305 124
interference
Network re- 180 98

authentication
Under DDoS attack 360 143

While SCF-UAVTOC had slightly higher baseline latency due to its multi-layered security
(blockchain and quantum-safe encryption), it consistently outperformed the traditional system
under threat due to adaptive routing, data compression, and edge processing via SDR [8], [11],
[16].
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3. Cyberattack Resilience

Resilience to cyber threats was measured by how effectively each system identified and
neutralized intrusion attempts, spoofing, and unauthorized access.

Table 3. Intrusion Detection and Prevention Rates

Attack Type Traditional SCF-UAVTOC (%)
System (%0)
Unauthorized Access 63 98.5
Spoofed Node Injection 57 96.7
DDoS Packet Filtering 69 93.4
Data Integrity Breach 52 97.1
Man-in-the-Middle (MITM) 60 94.8

The SCF-UAVTOC framework’s use of Al-powered intrusion detection, blockchain for trust
validation, and end-to-end quantum-safe encryption substantially improved its ability to reject
attacks and ensure data integrity [1], [5], [14].

4. Adaptability Under Bandwidth Stress

In operations involving video streaming and sensor fusion, bandwidth quickly becomes
saturated. Systems must adjust dynamically or risk data loss and increased delay.

Table 4. Packet Drop Rate Under High Bandwidth Usage

System Drop Rate (%)
Traditional 21.7
SCF-UAVTOC 5.3

The integration of software-defined networking and Al-based traffic prioritization allowed
SCF-UAVTOC to maintain optimal throughput even under stress, confirming its suitability for
high-load operations in both battlefield and humanitarian scenarios [3], [6], [13].

1.4. Scenario-Based Evaluation: Urban Disaster Relief Mission

To illustrate practical relevance, we designed a simulation of an urban search-and-rescue
operation post-earthquake. UAVs were deployed over collapsed buildings, sending real-time
thermal imaging and location data to TOC coordinators. In this scenario:

o Traditional system dropped 30% of packets when 3 UAVSs experienced jamming.

e SCF-UAVTOC re-routed communication through backup frequencies, achieving
98.4% delivery with 120 ms average latency.
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« A spoofed drone was detected and isolated within 1.7 seconds using blockchain ledger
validation.

e Even during coordinated DDoS attempts, SCF-UAVTOC's firewall + IDS hybrid-
maintained network operability with zero mission downtime.
This scenario simulated a real-time high-risk crisis where speed, integrity, and adaptability were
critical. SCF-UAVTOC’s performance demonstrated clear superiority in maintaining
communication links, data flow, and operational control [2], [9], [18].

2. Scenario Design

To address the security, interoperability, and efficiency challenges in UAV-to-TOC
communication, a Secure Communication Framework for UAV-to-TOC Operations (SCF-
UAVTOC) is proposed. This model integrates blockchain authentication, software-defined
radios (SDR), quantum-safe encryption, Al-driven intrusion detection, and cloud-based secure
data processing to ensure resilient, low-latency, and secure communication between UAVs and
TOCs in military and emergency response environments. The framework is designed to
counteract electronic warfare (EW) threats, mitigate cyber risks, optimize bandwidth usage, and
enhance interoperability across multinational operations [1], [6], [14].

To thoroughly evaluate the performance of the Secure Communication Framework for UAV-
to-TOC Operations (SCF-UAVTOC), a realistic scenario was constructed based on operational
demands typically encountered in both military combat zones and emergency disaster areas.
The aim of the scenario design was to simulate conditions under which UAV-to-TOC
communication is most vulnerable and where secure, resilient, and adaptive systems are critical
for mission success.

This section provides a detailed description of the simulated scenario, outlining the
environment, communication demands, threat landscape, system objectives, and performance
expectations. The simulation scenario is designed to challenge both traditional and SCF-
UAVTOC communication architectures, enabling an accurate and fair performance
comparison.

2.1. Mission Context: Urban Crisis Response Under Hostile Conditions

The scenario is set in a post-conflict urban environment following a coordinated missile strike
in a densely populated city. Several residential and government buildings have been destroyed,
resulting in blocked infrastructure, fires, and high civilian casualties. Tactical Operations
Centers (TOCs) are established on the city's outskirts, while UAVs are deployed to conduct
reconnaissance, search-and-rescue assistance, threat detection, and environmental monitoring.
Simultaneously, enemy electronic warfare (EW) and cyber disruption units are active in the
area, attempting to compromise UAV operations by targeting communication links.

2.2. Communication Demands
The UAVs are tasked with transmitting the following data streams in real-time to the TOC:

« High-resolution thermal imaging to locate trapped civilians.
o Structural integrity analysis of collapsed buildings using onboard sensors.
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o Telemetry data (location, altitude, battery levels).
o Command-response confirmations for coordinated maneuvering.
o Alert signals when encountering interference or unauthorized access attempts.

Each UAV generates an average of 5 Mbps of outgoing traffic, with burst transmissions
reaching up to 15 Mbps during high-priority video or emergency signal events. This level of
data traffic introduces both latency and bandwidth strain, testing the system’s adaptive
communication capabilities.

2.3. Simulated Threats

To represent the dynamic nature of modern battlefield and crisis environments, the following
threats were programmed into the simulation:

e RF Jamming: Enemy jamming units activate during the mission, targeting specific
frequency bands used by traditional UAV systems.

e Spoofing Attacks: Rogue nodes broadcast false signals, attempting to impersonate
TOC communication and issue malicious commands to UAVS.

e Cyber Intrusion Attempts: DDoS (Denial-of-Service) attacks flood the network with
fake traffic, aiming to overwhelm UAV buffers and delay transmissions.

e GPS Signal Spoofing: UAVs are subjected to false geolocation data to simulate
redirection from their flight path.

e Bandwidth Congestion: In addition to system traffic, simulated background
communication (civilian signals, emergency radios) increases spectrum saturation.

These elements create an environment where traditional UAV communication systems are
likely to degrade, highlighting the need for adaptive, intelligent, and secure frameworks such
as SCF-UAVTOC.

2.4. Simulation Environment Parameters
The scenario includes the following specific settings:

e Number of UAVs: 10 (8 active in mission; 2 idle backups).
e TOC: 1 fixed ground station with redundant secure links.

e« Comm Channels: SDR with 10 frequency bands available; traditional model limited to
3 fixed channels.

o Data Rate per UAV: 5-15 Mbps.
e Simulation Duration: 15 minutes real-time (900 seconds).
o Packet Size: Variable between 256 bytes to 2 MB.
e Security Protocols:
o Traditional: AES-based encryption, password authentication.
o SCF-UAVTOC: Blockchain authentication, quantum-safe encryption, Al IDS.
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2.5. System Objectives and Performance Expectations

The mission objectives were designed to mimic high-pressure, time-sensitive operations. UAVs
must:

o Successfully transmit at least 95% of data packets within acceptable latency thresholds
(<150 ms).

o Detect and block all spoofing or unauthorized commands.

o Adapt frequency use in real time to avoid jamming.

o Maintain a minimum of 90% operational uptime across all active UAVSs.

o Provide uninterrupted real-time video to TOC with <2% frame drop during bursts.

The SCF-UAVTOC model is expected to meet or exceed these objectives, while the traditional
model is projected to struggle, particularly in high-interference conditions.

2.6. Operational Phases of the Scenario
The simulation unfolds in four distinct phases:
1. Phase 1 — Deployment and Initialization (0-150 seconds):
o UAVs establish encrypted communication with TOC.
o Blockchain authentication confirms drone identities.
o Video feeds are initiated; system monitors for baseline latency.
2. Phase 2 — Data Collection and Transmission (151-450 seconds):
o UAVs scan buildings and transmit data packets.
o First round of bandwidth congestion and jamming begins.
o SCF-UAVTOC shifts frequencies dynamically using SDR.
o Traditional system begins to lose connectivity on 3 UAVS.
3. Phase 3 — Cyberattack Response (451-750 seconds):
o Spoofing and DDoS attempts flood the network.
o Traditional system loses another UAV due to failed spoofing detection.
o SCF-UAVTOC IDS flags malicious packets, isolates rogue IP addresses.
o Al-enhanced routing bypasses jammed nodes.
4. Phase 4 — Recovery and Extraction (751-900 seconds):
o UAVSs return to base zone.
o Final video scans completed.
o Data stored in cloud for after-action review.
o Final system health diagnostics recorded.
2.7. Realism and Practical Alignment
This scenario aligns closely with known real-world operational profiles:
o Similar to NATO-led joint urban operations in Kosovo and Afghanistan.
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e Mirrors disaster zone conditions such as the 2023 earthquake response in Turkey and
Syria, where UAVs were used to locate survivors amidst collapsed structures.

« Matches the growing concern in military doctrines around EW resilience and UAV
cybersecurity [3], [5], [6], [14], [20].

3. Simulation Results

The results of the simulation confirm the superior performance of the Secure Communication
Framework for UAV-to-TOC Operations (SCF-UAVTOC) over traditional UAV
communication systems across various operational stressors.
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Figure 1. Data Delivery Success Rate

This figure compares the percentage of successful data packets received at the TOC under
different threat conditions. The traditional system experienced major drops in performance,
particularly under electronic warfare (EW) jamming and cyber-attack scenarios, where success
rates dipped below 60%. In contrast, the SCF-UAVTOC maintained a consistent data delivery
success rate above 87%, even in the presence of combined threats.

SCF-UAVTOC’s integration of Al-based routing and blockchain authentication allowed it to

filter spoofed commands and reroute traffic around jammed frequencies—ensuring data
integrity and reliability.
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Latency is a critical factor in time-sensitive operations. The traditional model showed sharp
spikes in latency under high bandwidth stress and during cyber-attacks, reaching over 300
milliseconds. SCF-UAVTOC consistently kept latency under 150 milliseconds, even when
handling peak traffic loads and spoofing attempts.

Although SCF-UAVTOC incurs slightly higher latency in non-threat conditions due to its
layered security measures, its adaptive SDR and traffic prioritization mechanisms kept delay
within acceptable operational limits during stress events.
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This bar chart illustrates how effectively each system detected and prevented five types of cyber
threats. Traditional systems struggled to block spoofing, unauthorized access, and man-in-the-
middle (MITM) attacks. SCF-UAVTOC, however, demonstrated a much higher rate of
intrusion prevention—consistently achieving over 93% resilience across all attack vectors.

The SCF-UAVTOC model benefits from quantum-safe encryption, distributed authentication
using blockchain, and real-time Al-driven intrusion detection, which collectively minimize
vulnerabilities during cyber engagement.

Conclusions

This paper presented a simulation-based performance analysis of the Secure Communication
Framework for UAV-to-TOC Operations (SCF-UAVTOC) in both military and emergency
response scenarios. By comparing its performance with traditional UAV communication
systems under high-risk conditions, including electronic warfare, cyberattacks, and bandwidth
congestion the SCF-UAVTOC demonstrated substantial improvements in data delivery success
rate, latency management, and cyber resilience.

Simulation results confirmed that the SCF-UAVTOC consistently maintained data delivery
success rates above 87% under combined threat conditions, far outperforming traditional
systems that dropped below 60%. Additionally, its latency remained within operational
thresholds, even when facing spoofing, jamming, and DDoS attacks. The integration of
blockchain-based authentication, quantum-safe encryption, Al-driven intrusion detection
systems, and software-defined radios proved to be critical in ensuring the continuity and
security of UAV-to-TOC communications.

Moreover, the SCF-UAVTOC exhibited high adaptability to congested bandwidth
environments and effectively mitigated various cyber threats, including spoofed node injections
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and man-in-the-middle attacks. Its performance in the simulated urban crisis scenario further
demonstrated its practical applicability and operational superiority.

The SCF-UAVTOC model offers a resilient, secure, and future-ready solution for UAV
communication systems in complex and hostile environments. Its architecture is scalable,
interoperable, and aligned with emerging military communication needs. As the demands of
real-time UAV data exchange continue to grow, especially in joint and coalition operations,
adopting frameworks like SCF-UAVTOC will be essential for achieving information
superiority, operational efficiency, and mission success. Future work should focus on hardware
integration, live field deployment, and expanding multi-node network simulations to further
validate its performance in larger, real-world environments.
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