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Tpera merynapoana kondepenuuja ETUMA
Third International Conference ETIMA

PREFACE

The Third International Conference “Electrical Engineering, Technology, Informatics, Mechanical
Engineering and Automation — Technical Sciences in the Service of the Economy, Education and
Industry” (ETIMA’25), organized by the Faculty of Electrical Engineering at the “Goce Delchev”
University — Shtip, represents a significant scientific event that enables interdisciplinary exchange of
knowledge and experience among researchers, professors, and experts in the field of technical sciences.
The conference was held in an online format and brought together 78 authors from five different
countries.

The ETIMA conference aims to establish a forum for scientific communication, encouraging
multidisciplinary collaboration and promoting technological innovations with direct impact on modern
life. Through the presentation of scientific papers, participants shared the results of their research and
development activities, contributing to the advancement of knowledge and practice in relevant fields.
The first ETIMA conference was organized four years ago, featuring 40 scientific papers. The second
conference took place in 2023 and included over 30 papers. ETIMA’25 continued this scientific
tradition, presenting more than 40 papers that reflect the latest achievements in electrical engineering,
technology, informatics, mechanical engineering, and automation.

At ETIMA’25, papers were presented that addressed current topics in technical sciences, with particular
emphasis on their application in industry, education, and the economy. The conference facilitated
fruitful discussions among participants, encouraging new ideas and initiatives for future research and
projects.

ETIMA’25 reaffirmed its role as an important platform for scientific exchange and international
cooperation. The organizing committee extends sincere gratitude to all participants for their
contribution to the successful realization of the conference and its scientific value.

We extend our sincerest gratitude to all colleagues who, through the presentation of their papers, ideas,
and active engagement in discussions, contributed to the success and scientific significance of
ETIMA’25.

The Organizing Committee of the Conference



IIPE/II'OBOP

Tperarta merynapoana koudepennuja ,,Enexkrporexuuka, Texnonoruja, Madpopmarnka, MammHcTBO 1
ABTOMaTHKa — TEXHMYKA HAyKHW BO CiIy’)k0a Ha eKOHOMHjaTa, OOpa30BaHUETO W WHAyCTpujaTa‘
(ETUMA’25), opraausupana off EneKTpoTeXHUIKHOT (akynTeT mpu Y HUBEp3UTeToT ,,I onre Jlemaes*
— ITum, npeTcTaByBa 3Ha4YacH HaydeH HACTaH KOj OBO3MOXKYBa WHTEPIUCIMIUIMHApHA pa3MeHa Ha
3HaCHka M MCKYCTBA Mery HCTpaxKyBaud, NPOPECOPH M CKCIEPTH OJ TEXHUYKHTE HAyKH.
Kondepennujara ce onprxa Bo oHIAjH popMaT U 00earHU 78 aBTOPH OJ IET Pa3IAIHH 3EMjH.

Kondepenunjara ETUMA uma 3a nen aa co3aane GopyMm 3a HaydHa KOMYHHKAlHja, MOTTHKHYBajKH
MYJATHIUCLIUILUTMHAPHA COpaOOTKa M IPOMOBHPAjKH TEXHOJIOIIKY HHOBAIMH CO AUPEKTHO BIIWjaHHUE BP3
COBPEMEHOTO JKHBeeme. [IpeKy mpe3eHTanmdja Ha HAyYHH TPYJOBH, YYECHHIIUTE T'M CIIOJETyBaaT
pe3yNTaTUTE O/l CBOMTE MUCTPaXKyBara M Pa3BOJHU aKTHBHOCTH, IIPUIOHECYBAjKH KOH yHAIPEIyBambe
Ha 3HACHETO U NMPAKTUKATa BO PEJIEBAHTHUTE 00JIACTH.

[IpBata xoHdepenmmja ETMMA Oeme opranm3mpaHa TMpel YeTHPW TOIWHHU, TpH INTO Oea
npesentrpann 40 HaydHu TpynoBH. Bropara koHdepenuuja ce oapxka Bo 2023 roanHa U BKIyYd HaJ
30 tpynoBu. ETUMA’25 mnpomoyku co McTaTa Hay4Ha Tpajauiidja, Npe3eHTHpajku moBeke ox 40
TPYZOBH KOWU THM OTCIMKYBaaT HAjHOBUTE [OCTUTHYBama BO o0jacTa Ha €JIEKTPOTEXHHUKATa,
TEXHOJIOTHjaTa, MHPOPMATHKATa, MAIIMHCTBOTO U aBTOMATHKATA.

Ha ETUMA’25 6ea npe3eHTUpaHU TPYI0BH KOM 00pab0OTyBaaT aKTYEIHA TEMH O] TEXHHYKHUTE HAYKH,
Cco ToceOeH akIeHT Ha HHUBHATa NpUMEHa BO HWHAYCTpHjaTa, OOpa30BaHHMETO W EKOHOMHjaTa.
Kondepenuunjara 0Bo3MOXH TUIOIHA JUCKYCHja Mely y4YECHHUIIWTE, MOTTUKHYBAjKHM HOBU HIEH W
WHHULYjaTUBH 32 UIHU UCTPAKYBamba U MIPOEKTH.

ETHUMA’25 ja moTBpau cBojaTa yJiora Kako 3HavajHa IulaTopMa 3a HaydyHa pa3MeHa W
MHTEpHAIMOHAIHA copaboTka. OpraHM3alMOHUOT OI00p yIaTyBa MCKpeHa OJIaroJapHOCT IO CUTE
YUYECHUIIM 32 HUBHUOT MPHIOHEC KOH YCIIEITHATA Peali3allija Ha KOH(EepEeHIMjaTa i Hej3HHATa HaydHa
BpeaHocT. Kondepenijara ce o/ip>xka OHIAjH U 00SAMHU CEIyMICCET U OCYM aBTOPH OJ1 €T Pa3IUIHU
3eMjH.

I/I3pa3yBaMe rojcmMma 6JIal"O,Z[apHOCT A0 CUTC KOJICTU KOU CO NPE3CHTUPAKLC HA CBOUTE TPYAOBU, HJICH U

aKTHBHA BKJIIYUYEHOCT BO JUCKYCHUTE MpHIoHecoa 3a ycnexoT Ha ETMMA’25 u Hej3uHaTa HaydHa
BPEJIHOCT.

Opeanuzayuonen 0060p Ha KoOHepeHyujama
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Abstract

Phishing remains one of the most common cyber threats today, with email being the primary attack vector.
Cybersecurity awareness training plays a critical role in strengthening an organization's defence against
persistent threats. This research paper examines the impact of cybersecurity awareness training on employees’
“online” behavior. The analysis utilizes results from earlier research to evaluate baseline cyber hygiene and
assess how training impacts employees’ ability to recognize and respond to phishing threats. Following the results,
a comprehensive cybersecurity awareness training program was implemented, focusing on recognizing and
reporting phishing emails, safe browsing practices, and maintaining strong passwords. The results indicate a
significant improvement in the organization's cyber hygiene post-training. The data reveals a substantial decrease
in the number of employees’ falling victim to phishing attempts, alongside a notable increase in the reporting of
phishing emails to the IT department. These findings suggest that the training not only enhanced employees' ability
to recognize phishing attempts but also encouraged them to stay alert and report suspicious activities.
Furthermore, this study underscores the importance of continuous training and periodic phishing simulations to
sustain high levels of cybersecurity awareness. Regular training programs equip employees with the necessary
skills to identify and respond to cyber threats, ultimately creating a more secure and resilient digital environment.

Key words:

phishing, cybersecurity, awareness, training.
Introduction

The digital transformation of modern organizations has fundamentally altered the cybersecurity
landscape, creating new vulnerabilities while expanding the attack surface available to threat
actors. Among the numerous cyber threats facing organizations today, phishing attacks have
emerged as one of the most persistent and effective methods employed by threat actors. The
sophistication and frequency of these attacks continue to escalate, with recent research
indicating dramatic increases in phishing attempts across all sectors.

Phishing attacks represent a form of social engineering that exploits human psychology rather
than relying only on technical vulnerabilities. This human-centric approach makes phishing
particularly dangerous because it targets the one element of cybersecurity that can’t be patched
or updated through traditional technical means, human behavior and decision-making. The
effectiveness of phishing lies in its ability to manipulate emotions, create false urgency, and
exploit trust relationships within organizational contexts. The fundamental challenge in
combating phishing attacks lies in their exploitation of human factors. Traditional cybersecurity
approaches focusing primarily on technical controls, while necessary, prove insufficient against
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attacks that specifically target human vulnerabilities. This reality has led to increased
recognition of cybersecurity awareness training as a critical component of comprehensive
organizational defense strategies.

Our previous research highlighted significant vulnerabilities related to employees’ tendency to
fall for phishing attacks. Through a series of four distinct phishing simulations, ranging from
IT department impersonations requesting credentials to HR communications prompting data
entry or file downloads, we identified concerning trends. The success rates of these simulated
attacks ranged from 10% to as high as 26%. Even more concerning is the low number of
suspicious emails reported to the IT department. Furthermore, 80% of individuals who had
previously fallen victim were susceptible to being phished again. These findings strongly
indicated that existing awareness levels and reporting mechanisms were insufficient and that a
more effective, a focused training strategy was urgently needed to enhance employees’
awareness.

30%
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) I
0%

IT impersonation HR impersonation Media impersonation Government
impersonation

B Simulation success rate

Fig. 1 Phishing simulation success rate

Source: Miceski H., Bogatinov D. (2024). THE IMPACT OF EMPLOYEES’ CYBER-AWARENESS
TRAINING ON THE EFFECTIVENESS OF PHISHING ATTACKS. Contemporary Macedonian Defence,
(47), 65-76.

Effective cybersecurity awareness training must go beyond simple information dissemination
to create meaningful behavioral change. It requires understanding the psychological
mechanisms that make phishing effective, designing training programs that address these
vulnerabilities, and maintaining awareness through consistent and repeated training efforts. The
training must also be adaptive, evolving to address new attack vectors and social engineering
techniques as they emerge.

This study explores how structured cybersecurity awareness training can improve employees’
ability to recognize and respond to phishing attacks. Using data from a previously implemented
training program, the research evaluates how targeted, interactive training can strengthen an
organization’s overall cybersecurity posture. The goal was to see whether focused training
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could reduce the number of employees’ falling for phishing attempts and increase the reporting
of suspicious emails.

Literature review

The academic literature consistently emphasizes the human factor as the most critical element
in cybersecurity defense systems. The NIST Phish Scale framework, provides a scientific
approach to measuring phishing message detection difficulty through the concept of premise
alignment. This framework establishes that the stronger the premise alignment between a
phishing email and the recipient's work context, the more difficult it becomes to detect the
fraudulent nature of the message. This theoretical foundation supports the development of
targeted training programs that address specific organizational contexts and employees’ roles.

Grimes (2024) in ,,Fighting Phishing" emphasizes that effective phishing defense requires a
mix of methods combining technical controls with comprehensive user education. The research
highlights that organizations achieving the greatest success in phishing prevention implement
continuous training programs rather than one-time awareness sessions. This approach
recognizes that cybersecurity awareness is not a static state but requires ongoing reinforcement
and adaptation to emerging threats.

Studies by Bada et al. (2019) on security awareness training retention demonstrate that
traditional training methods often fail to create lasting behavioral change. Their research reveals
that training programs incorporating gamification, real-world scenarios, and regular repetition
achieve significantly higher retention rates and improved security behaviors compared to
conventional presentation-based training.

Analysis of baseline security culture assessment

Based on analysis from our previous research, beyond individual vulnerability measurements,
the initial assessment revealed systemic issues in organizational security culture that would
need to be addressed through comprehensive training programs. The extremely low reporting
rate indicated that employees either lacked knowledge about proper reporting procedures,
feared negative consequences for reporting false positives, or did not understand the importance
of threat intelligence sharing within the organization. Interviews with employees who
participated in the baseline simulations revealed additional insights into organizational security
culture challenges. Many employees expressed uncertainty about how to verify the authenticity
of suspicious communications, particularly when they appeared to come from internal sources.
Others indicated that they had noticed suspicious elements in phishing emails but were unsure
whether these observations warranted formal reporting. The baseline assessment also revealed
gaps in employee understanding of the broader cybersecurity threat landscape and their role in
organizational defense. Many employees viewed cybersecurity as primarily an IT department
responsibility rather than understanding their individual contributions to overall organizational
security posture.

Research methodology

This study was conducted within the same organization as the initial research, allowing for a
direct follow-up and assessment of interventions. The methodology involved two primary
phases: the implementation of a targeted training program and the subsequent evaluation of its
effectiveness.
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The training intervention specifically targeted the group of employees who were identified as
vulnerable in our previous research, those who had failed one or more of the initial four phishing
simulations. This focused approach aimed to directly address the most significant human-factor
risks within the organization by providing remedial and enhanced training to those most in need.

To enhance employees’ resilience against phishing attacks, a diverse training program was
developed and deployed. The program moved beyond general awareness to focus on practical
skills and real-world application. Key elements included:

e Content focus: The training materials explored the anatomy of phishing emails,
examining specific elements from the header to the signature. It emphasized recognizing
‘cues’, such as sender discrepancies, odd domains, language irregularities, undue
urgency, and hidden or mismatched URLSs, based on real-world examples.

e Interactive tools: To engage employees and provide hands-on experience in a safe
environment, a suite of online training tools was utilized. These platforms included
Jigsaw's Phishing Quiz, Guardey, ProProfs User-Generated Quizzes, Infosequre, and
Egress. These tools offered various interactive scenarios, quizzes, and simulations to
reinforce learning objectives.

e Delivery: The training was delivered ensuring that all members of the focus group
completed the necessary modules, confirmed via completion notifications.

Due to financial constraints precluding the execution of a new, large-scale controlled phishing
simulation, an alternative, real-world monitoring approach was adopted. This assessment was
conducted over a one-month period following the completion of the training program:

e Using mail protection software: The organization's existing email security system
continuously blocks and quarantines suspected phishing emails.

¢ Reviewing and controlled release: Instead of discarding all blocked emails, we analyzed
these quarantined messages. Emails confirmed to be phishing attempts but deemed safe
(links leading to known-benign sinkholes or having no active payload) were identified.

e Targeted distribution: These reviewed, safe phishing emails were then manually
released from quarantine only to the inboxes of the employees within the training focus
group. This allowed for the observation of their reactions to actual phishing attempts.

e Interaction monitoring: The system and IT personnel monitored whether any employees
in the focus group interacted negatively with these released emails.

e Reporting tracking: Crucially, employees were instructed during training to report all
suspicious emails to the IT department via existing channels. The IT department
carefully tracked every report received from the focus group concerning these released
emails.

This methodology, while unconventional, allowed for an assessment based on employees'
responses to realistic threats under controlled observation, providing valuable insights into the
training's impact on both susceptibility and proactive reporting behavior.

Results

The post-training assessment was conducted over a one-month period immediately following
the completion of the comprehensive cybersecurity awareness program. During this period,
employees in the focus group were exposed to a series of reviewed, real-world phishing emails
released under controlled conditions. The monitoring focused on two key performance
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indicators: susceptibility (whether employees interacted negatively with the phishing attempts)
and reporting behavior.

The findings a significant and positive change in employees’ behavior following the targeted
training intervention:

e Phishing susceptibility: Throughout the one-month assessment period, none of the
employees in the focus group fell victim to the released phishing emails. There were no
recorded instances of clicks on malicious links, attempts to enter credentials, or
downloads of suspicious files from this group. This represents a complete turnaround
from the 10-26% failure rates observed across various scenarios in the initial
simulations.

e Phishing reporting: A significant increase in proactive security behavior was observed.
The focus group achieved a perfect reporting rate, reflecting their strong awareness.
Almost every single reviewed phishing email released to this group was subsequently
reported to the IT department. Reports were made using the established channels: direct
emails or phone calls to IT personnel.

These results demonstrate a substantial improvement in the cyber hygiene of the trained
employees. The data clearly shows that the focused training program was highly effective in
not only eliminating risky behaviors but also in fostering a strong culture of proactive reporting
within the target group.

The results presented in this study demonstrate a remarkable improvement in phishing
resilience among the targeted group of employees. Achieving a zero percent failure rate and
very high reporting rate during the post-training assessment period provides strong evidence
for the effectiveness of the implemented cybersecurity awareness program. This section
interprets these findings, explores the potential reasons for this success, acknowledges
limitations, and proposes future directions. The dramatic shift from significant vulnerability to
near-perfect vigilance suggests that the training intervention resonated deeply with the focus
group. Several factors likely contributed to this success.

Firstly, the departure from standard classroom-style training towards interactive, online tools
likely enhanced engagement and knowledge retention. These platforms provided practical,
hands-on experience in identifying real-world phishing scenarios.

Secondly, the training's messaging appears to have been crucial. By emphasizing that
employees are a vital asset in the organization's defense, the program likely fostered a greater
sense of personal responsibility and empowerment. However, this positive reinforcement was
coupled with a clear message of accountability. Employees were reminded of the Standard
Operating Procedures (SOPs) and the potential consequences of non-compliance, such as
limitations on internet access. This combination of empowerment and accountability likely
served as a powerful motivator. It encouraged employees not just to learn but to actively apply
their knowledge, leading to the observed double-checking behaviors and the exceptional level
of reporting. The high reporting rate, in particular, signifies a growing culture of awareness,
where employees moved from passive recipients to active participants in organizational
security.

While the use of real-world phishing emails instead of a purpose-built simulation was dictated
by operational limits, it provided a uniquely realistic assessment environment. Employees were
tested against actual threats they might encounter. The fact that reporting occurred via existing,
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less streamlined channels (email and phone) further underscores the employees’ determination
to act, suggesting a deep impact from the training.

Despite the strong positive results, certain limitations must be acknowledged.

e Focus group bias: The study concentrated only on employees who had previously failed.
While this was a logical approach to address the highest risks, the results may not be
generalizable to the entire workforce without broader implementation and testing.

e Assessment duration: The assessment period was one month. While indicative of
immediate impact, it does not guarantee long-term retention of these behaviors.
Cybersecurity awareness can weaken over time without regular reinforcement.

e Motivation factors: The strong influence of potential penalties makes it difficult to
isolate the impact of education alone. While effective, a compliance-driven culture
might differ from one driven purely by internal motivation.

e Reporting mechanism: The reliance on manual reporting (email/phone) is less efficient
and harder to track long-term than a dedicated tool.

Future Directions and Recommendations

These findings strongly support investment in cybersecurity training but also highlight areas
for future development:

e Continuous reinforcement and micro learning: To combat knowledge decay and
maintain high levels of awareness, organizations should move towards ongoing training
models. Implementing micro learning, delivering short, focused training modules
regularly, and providing continuous reinforcement through periodic reminders, updates,
and brief simulations is essential.

e Implementa, Report Phish" button: To streamline the reporting process, reduce friction
for users, and improve tracking capabilities, implementing a dedicated ,,Report Phish"
button within the email client is highly recommended.

e Expand training and periodic simulations: The successful program should be adapted
and rolled out to all employees. Where feasible, periodic phishing simulations should
be conducted to validate long-term effectiveness across the organization.

e Balance education and accountability: Further explore the interplay between positive
reinforcement and negative reinforcement to create a sustainable and positive security
culture.

The study confirms that focused, interactive training significantly reduces phishing risks.
Moving forward, the main challenge is keeping these gains and making security awareness stick
as part of everyday work culture.

Conclusion

This research shows how targeted cybersecurity training can effectively reduce phishing threats
in public organizations. Based on earlier findings that revealed employee vulnerabilities and
poor reporting habits, this study designed and tested a comprehensive training program for the
most at-risk employees.

The results clearly show the program worked. After training, no employees fell for phishing
attempts and almost all employees reported suspicious emails. This shows a major shift from
being vulnerable to being alert and proactive. When employees are properly trained and
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motivated, they become strong defenders against cyber-attacks. The mix of interactive tools,
real examples, and clear expectations about employees’ roles proved very effective.

The study confirms that investing in cybersecurity training pays off for organizational security.
Training needs to be engaging, practical, and supported by clear organizational expectations.
To keep these improvements and build a lasting security culture, organizations must continue
with ongoing efforts like short learning sessions and regular reinforcement. This ensures
employees’ stay ready to handle constantly changing cyber threats.
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