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CUI'YPHOCHU ACIHHEKTHU HA EJIEKTPOHCKATA TPI'OBHJA

Ancrpakr

Cekoja KOMIIaHMja, YECTOMATH U HHAWBUAYH, 3APYKCHH 32 UCTIOTHYBaE
oJpe/ieHH NMOTpeOU WM eJHOCTaBHO 3a 3a0aBa, MMAaT CBOM BHATPEIIHH
MpEKH, KaKO M HMCTOBPEMEH HpHCTal 10 TJ00ajTHaTa KOMIIjyTepcKa
Mpexka. Kommjyrepure, nanronure u nmaMeTHATE MOOWITHH TeneOHH ce
JOCTaIlHU MMPAKTUYHO 3a CUTC COHI/IjaJ'IHI/I CETMCHTH Ha OIIIIITCCTBOTO, CO
IITO C€ yHANpeAyBaaT KOMYHHMKAllMUTE U TMOBP3YyBameTo. HTEpHETOT
HyAd MHOTY HAUMHM Jla C€ eIylHpaaT KOPHCHHULIHUTE, HO M Ja ce
MpEeno3HaBaaT OCHOBHU W HamnpeAHW (QyHKIMH Ha KomijyTepure. OBOj
IpHUCTall € MCTOBPEMEHO PEBOJIYLHOHEPEH, 3HA4YaeH O] IJICJMIITE Ha
pa3Boj Ha YOBEYKaTa HUBHJIM3AIMjA, OJ NMPUYMHA INTO, 32 MPB MAT BO
UCTOpHjaTa, MOXe ""Ha eIHO MeCTO "/1a TO HajJe IeNT0TO 3HACHE, HICKYCTBO
u nocturHyBama. On JApyra cTpaHa, UCTHOT € ONAaceH Ouejku Ha
MHTEPHET ce KPHjaT pasjIndHH ,,3aMKH* 32 HEHMCKYCHHUTE KOPHCHHIM, T1a
JypH 1 32 OHUE KOW 3HaaT HEUITO 32 3alITUTaTa Ha CBOjaTa MPUBATHOCT U
¢unancuu. HajMHOTY KOPHCHUIIM Ha WHTEPHET MMaaT OJlpe/icHa 11T 3a
TOa - JOMHUIIYBame CO MPHjaTeNd, U3HAOTalke Ha pa3HH MH(OpMAIHY,
€JIEKTPOHCKA TPrOBHja M EJIEKTPOHCKO OAHKapCTBO - MOKHOCTUTE Ce
MHOT'Y pa3JIM4HU U Pa3HOBUHU. CeHaK, CUTC TaKBU KOPHCHUIIKM MMaaT
€/leH 3aeHUYKU MHpoOJieM, BO HCIOJHYBamETO Ha CBOjaTa LEN IpH
KOPHCTEHETO Ha MHTEPHETOT - HEMaaT JIOBOJHO BHUMAaHUE, BpeMe WIIH
BOJIja JIa Ce 3aIUTHTAT M 3aII03HAAT CO MOYKHUTE MPOOIIEMH IITO MOXKAT J1a
T'H CHaj/1aT aKO HAMBHO MJTU HEJIOBOJIHO CEPHO3HO BIIETYBAAT BO Pa3IMUHU
BUJIOBH HA TPAHCAKIMH MJIM KOMYHHKAIK. OMIITO NO3HAT (aKT e JieKa e
MO’KHO J]a C€ W3BpIIAT MHOTY KJIACHYHM KPUBUYHHM JIeJa HA MHTEPHET,
KaKo ¥ Ja ce npudepat nHGpopMaLuH 3a KOPUCHUIIUTE CO KOM MOXKE J1a ce
MOJITOTBH MJIM JIa C€ OBO3MOXKH M3BPIIYBaE HA PEUHCH CUTE KPUBHYHH
JieNia TIPOTHB KUBOTOT U (PU3UYKUOT UHTETPUTET, KIMOTOT, aBTOPCKHTE
npaBa, Kako ¥ MHOTY Jipyru. [1okpaj oBue, MocTojaT M KPUBUYHU Jieja
YyMja TI0jaBa W pa3Boj Ce€ TMOBP3aHM HCKIYYHMBO 32 pPa3BOjOT Ha
SJISKTPOHCKUTE KOMYHUKAIMK U nHTEepHEeTOT. CTaHyBa 300p 3a MIMpOKa
najera Ha OJHECyBama KOM MOXKAT Jia OujaT Oe30macHu, HO MOXe Ja
JIOBEJIAT ¥ JIO CTOPYBam¢ Ha HajTEIIKH KPUBUYHH JIeIa.
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SECURITY ASPECTS OF ELECTRONIC COMMERCE

Abstract

Every company, and often individuals, which are able to fulfill certain
needs or simply just for fun, have their own internal networks as well as a
simultaneous approach to the world wide web. Computers, laptops and
smart mobile phones are available to all segments of society, which
improves connectivity and communication. This is generally possible with
the unstoppable spread of internet and unlimmited use of it’s capacities.
The Internet itself offers many ways to educate users and to recognise
basic and advanced computer functions. This approach is at the same time
revolutionary, remarkable from the point of view of the development of
human civilization that, for the first time in history, can "at one time" find
all of its knowledge, experience and achievements. On the other hand, it
is dangerous because there are different traps for inexperienced, and even
for those who know something about protecting their privacy and finance.
Most Internet users have a specific goal of doing it - correspondence with
friends, finding different information, electronic commerce or electronic
banking - the possibilities are very different and varied. Nevertheless, all
those users have one thing in common, in fulfilling their goal of staying
online - they do not have enough attention, time or even the will to
properly protect themselves and get to know the possible troubles thay
may encounter if they enter into different types of transactions or
communications. It's a fact that many classic crimes can be committed on
the Internet, as well as acquiring information on users can prepare or
enable the execution of almost all criminal offenses against life and
physical integrity, property, copyright, and many others. In addition to
them, there are also criminal offenses whose development is exclusively
related to the development of electronic communication and the Internet.
There is a wide range of behaviors that can be harmless, but can lead to
the most serious crimes.
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1. IlojaBaTa HAa HHTEPHETOT, HOBUTE NMPEeAU3BUIM M 3aKaHU

JlMHAMUYHOCTA Ha COBPEMEHOTO JKHUBECHE U paboTeHhe HOCH IPUBUIICTH,
IPETHOCTH, OJIECHYBamba, OeTHOCTaByBakha HA CEKOjAHEBHUTE MPOIECH, HO KpUe H
M3BECHH OMACHOCTH M 3aKaHM, HEKOTall AOBOJHO OYMIVIETHH 3a HEYKHOT YOBEK, a
HEKOTalll BHCOKO CO(HCTHIMPaHU M TpPHKpHEHH. JleHec e Temko aa ce Hajae
cemejcTBO 0e3 KOMIjyTep, 4YOBeK Oe3 mamereH TeneoH WM Kommanwja 0e3
COIICTBEHA MpeXa Ha cepBepy U KomIjyrepu. O mo4eTokoT Ha 21 BeK, UHTEH3UBHHOT
pa3Boj Ha KOMYHHMKAIIMATE M HANPEIHUTE TEXHOJIOTUU OBO3MOXH €KCIIaH3Wja Ha
KOPHCTEHETO Ha KOMITjyTEpUTE U MOOIITHUTE Telle()OHH, ICTUTE CTaHaa JOCTAITHH JI0
CEKOj YOBEK M MOKHOCTHTE 32 HUBHO KOPUCTEH:-E, KaKo 3a paboTa Taka U 3a elyKaiuja,
3a0aBa WIM KOMYHHLMpame, CTaHaa HeorpaHW4eHH. VHTepHEeTOT ce pa3Bu BO
HEBHUACGHH pa3MepH, IITO OBO3MOXH Op30, HENpEeuYeHO U HEOTrPaHHUYCHO
nucTpubyupame Ha uHpopMamuure’. TlojaBata ¥ pa3BojoT Ha COLUjATHUTE MPEKU
Facebook?, Instagram, xomynukauuckute xanaau Viber®, Whatsapp, Messenger u
JIPYTH, 3HAYaT PEBOJIYIHja BO MOBP3YBAKETO HA JIYI'€TO MIUPYM IIaHeTaTa 3eMja, HO
3a1 ceOe KpujaT ¥ MOKHOCT 32 TTOTEHIHjaTHA H3MaMH, Kpa)XOW Ha TMYHNUTE [TOIATOIN
Y UICHTUTETH HAa HCBHUMATEITHUTE U HEUCKYCHUTE KopucHUIM. Taka, 10j11e 70 1mojaBa
Ha €/ICH HOB B KpUMHHAJI, KOj CC KpHUC 3ad BUCOKOTCXHOJIOIIKUTE NOCTUTHYBAbA, a
KOj € r1o0amHo mo3Har mox umero Cajoep KpuMHUHAI.

He e Temko na ce mpeTrnocTaBu JeKa TaKBUOT Pa3BOj Ha HACTaHUTE Ke
Npear3BUKa MHTEpEC Kaj jaBHOCTA 3a IMOKPEHYBamhe HMHUIIMjaTHBAa 3a COOJIBETHA
3aIlITUTa OJ] HOBOHACTaHAaTaTa 3akaHa. IMeHoO, ce mojaBHMja MOEAMHIN KOM 3a cede
Npero3Haa JIECeH HaYWH Ha HE3aKOHCKO W HEOCHOBAHO 300raTyBame, PeKy ynas BO
TYrM KOMIIjYTEPCKH MPEXHU U KpaxOa Ha mojaronu. MHTepHETOT mokaxka crnaboct-
Oellie paHIMB U OBO3MOJKYBAallle HEOBJIACTEH IMPUCTAI O MPUBATHH KOMITjYTEPH U
MPEXH, HEIITO ITO KAaKO HAjrojeM NpoOiieM ce MPOBJIEKyBa W IIOCTOM M JICHEC.
TakBUOT pa3BOj HA HACTAHUTE JIOBEJIEC JI0 [10jaBa Ha T100aJieH OpaH Ha KpUBUYHH Jiejia

1 Bo jyrn 2017 roguna, 6pojoT Ha KOPUCHUIIE HA HHTEPHET BO CBETCKH Pa3MepH H3HECYBall 3
MUIHjapad U 885 MuiMoHM, mTO npercraByBa 51,7 % on BKymHaTa CBETCKa IOIyJallyja.
Buau: http://www.internetworldstats.com/stats.htm

2 Bo jynu 2017 roguna, 6pojot Ha kopucHuLM Ha Facebook Bo cBeTCKH pa3MepH ja HaJMUHA
Opojkata ox 2 wmwuimjapau; Buam: https://techcrunch.com/2017/06/27/facebook-2-billion-
users/, 3a 1a Bo Maj 2018 roxunaa OpojkaTa Ha aKTHBHU KOPUCHHIIM W3HECYBa 2 MHUIIMjapAH U
230 muaMoHH-BHIM: https://www.statista.com/statistics/264810/number-of-monthly-active-
facebook-users-worldwide/

% Bo jynu 2017 roauna, 6pojoT Ha KOpucHHUIM Ha Viber Bo cBeTCkHM pasmepu uzHecyBan 920
MIIHOHH, a BO MapT 2018 rogmHa Opojkara Ha aKTHBHM KOPUCHHUIM HagMHuHa | Muinjapaa;
Buau: https://www.statista.com/statistics/316414/viber-messenger-registered-users/
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KOH C€ BO JMPEKTHA BPCKa CO KOMIIjYTEPCKUTE TEXHOJIOTUU U MHTEPHETOT. Taka, BO
1998 romuHa ce cirydr MPBHOT MAaCOBEH Haraj Ha WHTEPHET, IIPH IITO BO CBETCKaTa
Mpexa Oemre y(dpiieH TakaHapedeH ,,[[pB‘* Wi WOIM, BO BHJ Ha caMOOOHOBYBadKa
nporpamMa Koja ce LIMpH HU3 MpeXkaTa, TH Harara MHAWBUIYaTHUTE KOMITJyTEepU U T
Opume u yHumTyBa momaronnte. OBOj Hamax pe3ylTHpalie CO YHHUINTyBame Ha
pedncu eaHa TpeTwHa on mHTepHET coapxuaute Bo CAJl. Kpeatopor Ha ,,IipBOT"
Pobept Mopuc 6eme yarcen u ocyaeH Bo CA/l Ha 400 wacoBu moOpoBonHa paboTa U
napuyHa ka3Ha of 10.000 gonapu. Bo neroro 1994 roguna Bramumup JleBuH on
Cankr [letepcOypr yciiea HEOBIACTEHO W HE3aKOHUTO Ja TIpedpim cpeicTBa BO H3HOC
ox 10.7 MUIMOHM JTOJIApU OJT CUCTEMOT Ha amepukaHckara CutuOaHk, HO BO 1995
roauHa Oete yarced Bo Jlonaon, ekcrpagupan Bo CAJl u Bo aBryct 1997 roauna e
OCYJICH Ha Ka3Ha 3aTBOP BO Tpackke 011 3 rOAMHU U apuyHa kazHa ox 250.000 nonapu.
Bo 1995 romguna 6eme yarncen Kesun MutHuk, xakep oq CAJl, 3apanu xpaxxOa Ha
noxaroiy ox noseke o 20.000 kpeautHu KapTHuku. Jlenec, MUTHUK € CONICTBEHUK
Ha yrienHa KoHcynTaHcka kommanuja Bo CAJl xoja mpyxa yciayra Bo oOiacta Ha
0e36€1HOCTA U CHTYPHOCTA Ha HHPOPMATHIKUTE CUCTEMH M KOMYHUKAIIUK®,

Bo nepuonot mery 1995 u 2002 roguna pedncu U 1a HE TIOCTOU MOBaKHA
BJIaJHa WHCTUTynWja win areHudja Bo CAJl, MefyHapoaHa Kopropamuja Wi
OpraHm3anyja 4Mja MHTEPHET CTpaHWIa He Oelle ,,XaKkupaHa*, OMHOCHO mpoOneHa
HEj3MHATa 3alliTUTa NpU I[MTO Oca OpHINEHW, 3aMEHETH WM BUIOU3MCHETH
COAPYKMHUTE Ha THE CTpaHuim’. [lapanenno co 0Boj, peuncu Ge30macen ,,TpeHA" Ha
NPUBJIEKYBakbe BHUMAHHE WM HM3Pa3yBambe MPOTECT MOpagdl OAPEACHH, HajuecTo
NOJUTUYKH NPUYMHM, C€ TOjaBHja M NpPBUTE (MHAHCHCKM M3MaMU HA WHTEPHET,
0cobeHO Toclie IMojaBaTa Ha EJNEKTPOHCKOTO OaHKapCTBO M 3allOYHYBAaHETO Ha
KOPUCTEHETO Ha IJIaTe)KHWUTE KapTUYKH 3a TpaHCakIMW Ha uHTepHeT. OBa ce
(byHAaMEHTHTE Ha HOBUOT, MOZIEPEH BUJ KPUMUHAJI, TAKaHAPEUEH cajoep KpUMHHAL.
Bexke mocroeykuTe U MO3HATHTE KPUMUHAITHY IPYMAllMU BeIHAII C€ TIPUIIAro/idja Ha
HOBOTO OTKPYXXYBame M CO37IaJ10a IJIOAHO TI0JIE 3a IIUpEHhe Ha HUBHUTE HEJEraHH
akTUBHOCTH. OpraHu3upaHuOT KpPUMHHAI, TEPOPU3MOT, MOpHOrpadcKure Hu
nefoQUICKUTE MPEXH W TPYIH, TProBHjaTa co OpYyXKje, ApOra, OpraHd Hu Jyre
3alloYyHaa Jja ja KopucTaT HoBara riiobaiHa riaTgopMa 3a OpraHu3upame Ha CBOUTE
aktuBHOCTH. Ce TIpOIeHyBa JIeKa mTeTara Koja Onina npuauHera Bo 2006 roanHa, ox
CTpaHa Ha HaBEACHUTEC KPUMHHAIHU TpYyNaldH, NMpeKy cajoep KpUMHHAJIOT, BO

4 puau; http://www.nytimes.com/1995/02/16/us/a-most-wanted-cyberthief-is-caught-in-his-
own-web.html?pagewanted=all; xaxo u; https://en.wikipedia.org/wiki/Kevin_Mitnick

% Bo 2003 rojHa IPEKyY HHTEPHETOT OMII IMCTPUOYUPAH J0TOTAI HAjAECTPYKTHBHHUOT IIPB,
TakaHape4eHHoT ,,CapupeH 1pB*‘ K0j BO HEKOJIKY MUHYTH ycIean 3a KoHTaMuHupa 90
MPOLICHTH OJ1 aKTUBHHUTE KOMITjYTEPU BO CBETOT, KoM Omite 63 ajjeKBaTHa 3aIlTHTa. BUIH:
https://www.caida.org/publications/papers/2003/sapphire/sapphire.html
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rino6amHu pasMmepu u3HecyBana okonmy 200 munmjamu espa’. Bo ¢espyapu 2007
roavHa Oerre U3BPIICH CUMYJITaH HalajI, 3apa i HeJO0CHO OHECTIOCOOyBahe Ha IECT
0]l TpUHaeceT TaKaHapeuyeHu ,,l00t“ cepBepu Ha MHTepHET. [OKOJKy HamaradmTe
ycreesne BO CBOMTE HaMmepu, MHTEpHETOT Ou konmabupan. Cenak, BO HamagoT Oea
OHECTIOCOOCHHU CaMo JIBa CEPBEPH M CKIAIUPARETO U MPOTOKOT HAa HHPOpMALUH HE
HpeTpIiene Mo3Ha4yajHi HOBPE/IH.

Opx norope U3HECEHOTO, MOXKAT Ja ce 3a0eJexaT U3BECHU 3aKOHOMEPHOCTH
Y TIPaBHIIHOCTH KOW To JeuHHIpaaT cajoep KpuMuUHAIOT. ViIMeHO, KOpHUCTEHeTO Ha
KOMITjyTepUTe M HHTEPHETOT CE€ EIMHCTBEHATa TOYKAa HA Bp3yBame Mery cuTe
HaBeJIeHH HeJeraqHu akTHBHOCTH. Cemak, BO MOCIEAHUTE TOJUHUA OBOj €IEMEHT ¢
MPOIIUPEH, CO I0jaBaTa W Pa3BOjOT HA ,,MaMeTHUTE MOOWIHHM TenedoHH. Taka,
cajOoep KPUMUHAIOT BeKe He € NCKIIYYHBO TIOBP3aH M 3aBHCEH O] KOMIIjyTePHUTE, TYKY
[ 3ajaKHaT CO KOPUCTCHETO Ha CHUTC BHUJIOBU HOBU TCXHOJIOTMH M CICKTPOHCKH
KOMYHHKaliu. bpojoT Ha KpUBHYHH [€la KOW MOXKaT Ja OMIaT CTOPEHU MHpEeKy
HOBUTE TEXHOJIOTHH M KOMYHHKAIHH C€ IMINPU KaKo 0 OpOj Taka ¥ 10 Pa3HOBUIHOCT.

2. E-TproBujata u CUrypHOCTA Ha TPAHCAKIIUUTE

Opn HajpaHuTe 3a4eTONM HA TProBHjaTa, Kora JyfeTo MOJYHaIe [a
pasMeHyBaaT CTOKM W YCIIyTH, MOCTOjaT MOEAWHIM KOM CBOjaTa KPEaTHBHOCT M
MHTEIIMTCHIIY]a ja HACOUYyBaJIC BO ITOTPEIIIEH MTPABEIl, CMUCITYBajK1 HEUSCHH JICjCTBHUja
3apaZyl TIOJIECHO OCTBAapyBame Ha JMYHA MaTepujanmHa KopucT. llounyBajkm of
LITETYBamkbETO HA BaruTe Ha Ma3apuTe, U3paboTKaTa Ha JIaKHH MapH, JOBELyBabE BO
3a0Jry1a BO TIOTJIE/ Ha IPEAMETOT Ha MPoiak0ara, JaKHOTO MPETCTaBYBamhe-BaKBUTE
0o0uM TOCTOjaT O CEKOrall M TpaaT 10 JACHEC, HO BO ycJoBM Ha E-omkpyxyBame,
COBPEMEHHUTE W3MaMHMLM C€ IPWIAroayBaaT Ha HOBOHACTAHATUTE YCJIOBU M TO
cleaT 4YeKOpOT Ha TEXHOJOUIKMTE NMPOMEHH, CEeKOrall MOATOTBEHU jAa 'moHyAat"
HOBa M3MaMa, HOB HAYHH Ha HE3aKOHCKO CTEKHYBakhE IIPOTUBIPABHA IMOTHA KOPHCT.

E-tproBujata m E-OuM3HHMCOT BO IlennHA, W TOKpaj CBOjaTa rolieMa
epukacHocT, mopaau (akTOT INTO CTaHyBa 300p 3a BpIICHKE HA JICTOBHUTE
AKTUBHOCTH Mery OTCYTHH JIMIIa, MHOTY HWHCIIMPaTHBHO JeiyBa 3a Pa3lUYHUTE
BUJIOBU HEUYECHHM JiejcTBHja U n3Mamu. Kommjyrepuzanujara Ha CUT€ CEIMEHTH Ha
OIIITECTBEHOTO XMBEEHE BO I'OJeMa MEpKa I'0 3rojieMyBa PHU3HMKOT O M3MaMu H
JPYTH BHJOBHU 3JIOYNOTPEOH, OJ] MPUUYHMHA IITO KOMIJYTEpUTE YECTO MPETCTaByBaaT
3aMeHa 3a JIyfeTo (aBToMaTu3aluja Ha KyIyBameTo) U BO ycloBH Ha E-TproBuja ce
110jaByBaaT HOBH M HENPEABHUIMBY HEA03BOJIEHH aKTUBHOCTH KOU HE € MOKHO J1a e
peanu3upaar BO YCIOBH Ha TpajuiiMoHanHara Tproeuja. [lopamu Toa, Mopa na ce
MOCBETH 0cOOEHO BHUMaHHUe Ha 0e30eJHOCHUTE acnieKTH Ha E-TproBujara.

® Prlja D., Reljanovi¢ M., Pravna informatika, Beograd, 2009, ctp.46
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3amrTuTara Ha TpaHCAKUUHUTE Kaj E-TproBujara € HCKIYYUTEIHO CI0XKEH U
ckar nporec. Toj ce 6aznpa Ha BOCIIOCTaBYBam-€ 3alITUTEHN CUCTEMH KOH Ke OuaaT
CHOCOOHM [a TM WACHTH()MKYBaaT €BEHTyalHUTE 3aKaHU M Jla TW aHaJIU3Upaar
MOYKHHTE PH3HMLM W 3aryOM KOM Moxar Ja HactaHaT. CucteMoT Oapa BrpaayBambe
OJIPEIICHH 3AIUTUTHU MEXaHW3MHU KaKO IITO CE KOHTPOJaTa Ha MPUCTaIl, KOJUPAmHETO
Ha MHGOpPMalMUTE U BOBEIAYBambe€ Ha CUTYPHOCHH HPOTOKONH. JIOKOJIKY Hmojme mo
3noynoTpeba Ha MIHTepHET TeXHOJIOTMUTE MOXKAT Aa HACTAHAT CEPUO3HH EKOHOMCKH
TOCIIEUIIN, KAKO IITO Ce'

-TUPEKTHA (PHMHAHCUCKY 3ary0u, IpeKy mpedpiame Ha ONpe/IeNIeH MapiuieH
W3HOC O] €/IHA Ha JIpyra CMETKa WK IPEeKy OpHIIekhe Ha YyBCTBUTEITHH TIOAATONHN OJF
(uHaHCHCKA TPUPO/IA;

-rTy0eme Ha BpeOHM M IOBEpiIMBH HHPOpMAuu. MHOTY KOMIIAHHH
3a4yByBaaT M MCIIpakaaT MOJATOLM OJ TEXHOJOIIKAa NPUPOAA WIH JIMYHU MOAATOLH
3a CBOMTE KJIMEHTH, KOM MPETCTaByBaaT JOBEPIUBH MOJATOIH OJ] ToJeMa BaKHOCT 3a
KMIanujata. HeoBlacTeHHOT mpuUCTan U KOPUCTEHE HAa TAKBUTE MOAATOLN MOXKE A2
MpeTN3BUKA 3HAYNTEITHN (PMHAHCHUCKY U PEIYTAICKH 3aryOr 3a KOMIIaHH]jaTa;

-ry0eme JIeMoBHM TMoTdaTH M 3JAENKH 3apajd HEJOCTAITHOCT Ha
€JIEKTPOHCKHUTE yCIyTu. EIEeKTpOHCKUTE cepBUCH MOXKAT Aa "mamHat" W Ja cTaHatr
HEIOCTAIIHU BO MOJOJT BPEMEHCKH IIEPUOJ UM BO OHOj IEPHOA KOj € OZ 3HAYCHE 3a
BpIICHE HA KOHKPETHATa TPaHCaKIMja, IOpagy Hamal Bp3 CHCTEMOT OJ CTpaHa Ha
37I0HAMEPHHLIM WM TIOpajy CIydyajHH OTKaKyBamba Ha cucTeMoT. OBa Moxe aa
Mpenu3BHUKa KatacTpodaran GUHAHCHCKH MOCIIEANIIN 32 KOMITaHM]aTa.

-Heosnacrena ymorpeba Ha pecypcure. HeosnacteHoTo mnume (T.H.
"xakep') Koe MOKe Ja MPHUCTAINU KOH OAPEICHN PECYpCH Ha CUCTEMOT, UCTUTE MOXKeE
Jia TH 37I0yTIOTpeOu 3apajiy JINYHU HHTEPECH U TPODUT;

-I'yOeme Ha nenoBHUOT yrien U nosepbaTa kaj kiaueHTure. Kommnanuure
MOYKAT JIa IPETPIIAT CEPUO3HU 3aryOH 3apajiv JIOMOTO HCKYCTBO HA HUBHUTE KIIMEHTH
WKW 3apaad HETraTUBHUOT HY6HI/IHI/ITGT, Kako pe3yJiITaT Ha HamaJaoT Ha HUBHUOT
CHUCTEM WM 3apaid JIAKHOTO IPETCTaByBamkbe HAa HEOBJIACTEHOTO JHLE Kako
NPUNaJHUK WM IPETCTABHUK HA Taa KOMIIaHU]a;

-Tpomony TeHepupaHH Kako TMOCTEIUIa HAa HEU3BECHHUTE YCIOBU Ha
TpryBame. YecTure NpeKHMHW Ha (YHKIMOHUPAKETO Ha CHCTEMOT U YCIyTUTe
NPEIU3BUKAHN OJ1 HAJBOPELIHHU WJIM BHATPELIHM HAIlaJd, TPEIIKA U CIMYHO, MOXKAaT
Ja TO Mapajiu3upaaTr BpIICHETO Ha JEIOBHUTE TPAHCAKIMHM, W TOa Ha TOAOJT
BPEMEHCKH MEPUO/I, ITO MOBTOPHO BOJIU KOH CEPHO3HH (PMHAHCUCKH 3aryOH.

Cute ropeHaBeleHH IMOCIEOUIIM MOXaT Ja TU IIOYyBCTBYBaaT H
IMMOTPOIIYBAYUTE, KAKO JUPEKTHHU KOPUCHUIIU HA TAKBUTE YCIIYI' HA E'TpFOBI/Ij aTa.

" Novakovi¢ J., Elektronsko poslovanje, drugo izmenjeno i dopunjeno izdanje, Megatrend
Univerzitet, Beograd, 2008, ctp.215
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Cekoj cucTeM BO K0j ce UyBaaT U IMpolecupaaT MoJaTolH crara Bo rpynaTa
Ha 3arpO3€HHU CHUCTEMHM U NOTpeOHA My € 3alITUTa. [ eHepaaHo, Kako 3aKaHa 3a CEKO)j
CHCTEM MOXKaT J1a C€ CMETaaT CeKOoe JIMIEe, 00jeKT WJIM HACTaH KOM MOTEHIIWjaTHO
MOJKaT Jla JA0BeIaT 0 3arpo3yBame Ha Oe30emHocTa Ha MOAATOLUTE BO CHCTEMOT.
TakBuTe 3aKaHU MOXKAT 1a OUJAT CITydajHU (HecakaHO OpHUIIIerhe Ha HEKOe JOCHE HITH
¢ajn co momaToIw) WM HaMepHHU (3II0HaMepHa MOAM(UKAIja Ha TyBCTBUTCITHUTE
MOJATOIM WM XapABEpPOT Ha cucTeMoT). TokMy 3aToa, OBHE 3akaHM Tpeba aa ce
nAeHTH(UKYBaaT 1 J1a ce CIIpevar, a JJOKOJIKY BeKe HacTammie Tpeda /1a ce cupoBenat
MIOCTAIKH 32 HUBHO OTCTPAaHYBamke U MUHUMHU3HPAkhE Ha IITETUTE.

OCHOBHH 1IeNTM Ha TPE3EeMaBETO MEPKH 3a 0e30€IHOCT Ha CHUCTEMUTE Kaj
TpaHCaKIMUTE BO paMKH Ha E-Tprosujata ce®:

-TOBEPIMBOCT-00e30eyBa  HEAOCTATHOCT Ha  HWH(OpPMAaNWUTe Ha
HEOBJIACTCHH JINIIA;

-MHTErpuTeT-00€30elyBa KOH3UCTCHTHOCT Ha IOJATOLUTE, CIpeuyBa
HEOBJIACTEHO T'€HEPHUPAE, NPOMEHA WIM YHHUILITYBamkbe€ Ha IOAATOLUTE, OIHOCHO
00e30emyBa OTBp/a JAeKa IMOAATOIMTE OCTaHAIIE HETIPOMEHETH;

-JIOCTAIHOCT-OBJIACTEHUTE KOPUCHUIM MOXKAT Ja TH KOPUCTAT YCIyTUTE H
0a3uTe Ha NOAATOLHU BO CEKOE BPEME;

-eKCKJIy3MBHa yrnoTpe0a Ha CHCTEMOT O[] CTPaHa Ha OBJIACTEHU KOPUCHUIIH-
pecypcuTe He MOXKaT Jla ce KOpUCTaT o/ HeoBlacTeHu nna. OBje nmocedeH akIeHT e
CTaBeH Ha NpeBeHIMjaTa OJ JIAKHO TIPETCTaByBame CO BOCIIOCTABYBamke Ha
KOHTPOJIHW MeEXaHM3MH-WACHTU(UKAllja Ha W3BOPOT © BepuduKanudja Ha
UACHTUTETOT Ha JIMLETO.

3amrTuTara Ha CUCTEMOT, MOJATOIMTE W TPAHCAKIIMUATE HAjueCcTO CE BPIIH
IpeKy COQUCTUIIMPAH CUCTEM HAa MEXaHU3MH U IIPOLIEAYPH 3a 3aiThTa. TyKa craraar:
uaeHTu(UKanMjaTa ¥  BEPOJOCTOjHOCTA Ha  E-3ammcor  (aBTeHTHKamuja),
MOTBP/IyBaETO HA BEPOAOCTOJHOCTA HA MOTNUIIAHUOT E-3amuc Bo cityyaj Ha criop,
€JIEKTPOHCKHOT 3aIMC ¥ EHKPHUIIIK]aTa, MAEHTH(UKALN]a Ha TIOTIIMCHUKOT U Jpyro°.

ABTEHTHKaIMjaTa € €ACH Off HAUMHHUTE 32 OHEBO3MOKYBAHE Ha JIAXKHOTO
npercraByBame. Bo ycnosu Ha E-TproBuja kymyBadoT, mpoaBadoT, MOCPETHUKOT
WHCTUTYIIMHTE MPEKY KOU CE BPILH IUIakameTo Tpeba Jia ce yOe1eHH BO UICHTHTETOT
Ha CTpaHKaTa CcO KOja ja BpIIAT TpaHCakuujara. MIEHTUTETOT Ha KOPHUCHHUKOT Ce
YTBpAYBa MPEeKy HEKOJIKY MapaMeTpu: mudpa, JIO3UHKA/IIACBOPA (HEIITO IITO CaMO
KOPHCHUKOT TO 3Hae); KapTHUuKa (HEeHITO IITO caMO KOPHCHUKOT TO MMa); MOTIIUC,
ryiac, ManwjiapeH OTHUCOK, CHHMKa Ha OKOTO, T€OMETpHja Ha JUlaHKa M APYTH
KapaKTepPUCTUKH (HELITO IITO KOPUCHUKOT €) LITO C€ YTBPAYBaaT co OMOMETPHCKU
KOHTPOJIHU CPEJICTBA U HMHCTPYMEHTH. AKO 3a aBTCHTHKAIMja C€ KOPUCTH Camo

8 Novakovi¢, ibid, crp.181
® Koescku Topan, Enexmponckomo ckiyuysawe na 0ozoéopume, JenosHo mnpaso 6p. 20,
3npyxenue Ha npasHunuTe Ha PM, Ckomje, 2009, ctp.245
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mmdpara, KaKo HajHECUTYPEH 3alITUTEH MEXaHW3aM KOj MOXe Jja OuJie OTKpUEH WK
MIPECPETHAT MpH TPaHC(PEPOT HU3 CHCTEMOT, BO TOj CITydaj 0e30€THOCHHUOT CHCTEM
MOXe Ja OuJe KOMIPOMHTHUPaH W TOa MPETCTaByBa CEpPHO3HA 3aKaHa 3a IEITHOT
cucteM. 3aroa HaBeleHHTe Oe30€THOCHM TEXHHUKHM W MeXaHM3MU Tpeba ga ce
KOpHCTaT BO KOMOMHAIIH]a, CO IITO PU3UKOT OJ1 HEOBJIACTEH MPHUCTAIl U 370yIOTpeda
Ha MOIATOLUTE M TPAHCAKIMUTE 0K OMJI CBEIEH HAa PalMOHAIEH MUHUMYM°,

MHory mnoTpomryBadd KOM cakaaT Ja KylaT OJpeleHa CTOKa MpeKy
WHTepHeT cakaaT HUBHHOT WICHTUTET Ja Ouzae Oe30eneH u ckpueH. Tue He cakaar
JPyTUTe Ja 3HAaaaT ITO Kymwie U npedepupaaT Jla OCTAHAT aHOHHMHH, KaKo Kora
I1akaaT co TOTOBHU Mapu Kaj TpaauIlMOHAIHATA TProBHja. 3apaau o0e30enyBame Ha
MPUBATHOCTA U TQjHOCTA HA ONPECICHHU ITOIaTOLHU c€ KOPUCTH COOJIBETHA MPOrpama
3a HUBHA 3allITUTA, NTO CE CIPOBEAYBa MPEKY Beke CIIOMEHATAaTa CHKPHIIUja Ha
MOJIATOIIMTE W HUBHO KOJHUpArh¢ U JCKOJUpame, KaKo MPHU MPEHOCOT, Taka W IMpH
apXUBHPABETO M 4YyBameTo Ha moparouutTe. CO CHKpHIILIHMjaTa TOAATOLUTE Ce
MpeBeyBaat BO OOJIHK KOj € Hepa30HUpIIKB 3a OHOj KOj HE TO IMO3HABA WU KOj IO HeEMa
KITy4OT 32 HUBHO JIEKOMPark-¢ U TIOBTOPHO Bpakame BO MHUIIM] aTHHOT 00HK. Co Toa,
KOHEYHO, C€ OHEBO3MOXKYBa MpHCTal, KOPUCTEHE Ha HH(POpPMAIMUTE W HUBHA
3noynorpeba o1 cTpaHa Ha Heoinacteno awmue'l. Mcro Taka, mpu mocramkara Ha
TpaHcdep Ha MOAATOLNUTE M HUBHO KOJHMPAmEe W JACKOAUPAmEe MOXKHO € Ja J0jAe JI0
HECAaKaHO U3MECTYBamE Ha PEAOCIIe/IOT Ha MOJATOUTE U HUBHO H3MEHYBAmE, CO IITO
THE ja TyOar mouerHaTa ¢opMa W COIpXKUHA. 3apajyl CIpevYyBarme Ha BaKBUTE
HECakaHW T0jaBM W ry0eme Ha ToAaToIuTe, MOTpeOHO € Ja ce o00e30enu
KOMIIjyTEPCKU CO(PTBEP-CUCTEM 3a WHTETPUTET Ha IOJATOIMTE KOj ke 00e30emun
3alITUTa Ha HHPOPMAIIUHUTE, CEPBEPUTE U APYTHTE KOMIIOHEHTH Ha KOMIIjYTEPCKHOT
CHUCTEM U MpeXa Off HEOBJIACTEHO Monuduiupame Ha uHpopMmaruure. Co 0BOj
CHCTEM 3a MPOBEpPKA MOXKAT Jla CE OTKPHUjaT CBEHTYaJ HU M3MECHH Ha PEIOCIENOT Ha
JIEIOBUTE Ha TIOpakuTe W HH(POpPMAIMUTE, HHUBHOTO OpHINEH-e, /J0/JaBamke Ha
uHpopmaruu u Jp. Co oBaa mporpama He MOKE BO IIEJIOCT JIa C€ 3alITUTH CHCTEMOT
O]l HEOBIIaCTeHa MoJudHUKaIja, HO MOXe Ja ce 00e30equ NeTeKIja Ha TaKBUTE
Monu(UKalMM, OCBEH BO CIIydaj Kora WH(OpPMAIUUTE CE TPajHO W3OpHIAHH H
U3ryOeHu.

KommiekcHocta Ha E-TproBujata W KOMIIAHUUTE KOW C€ 3aHUMAaBaaT CO
OBOj BHWJI TProBHja, KOPUCTCHETO HA BHCOKM TEXHOJOTMH U 3TOJIEMEHATa
WHTEPKOHEKTHUBHOCT Mery cy0Ojektute Ha E-TproBujara co3maBaaT cepHo3Ha OCHOBA
3a MOXKHH 3JIOyIOTpeOM W HE3aKOHCKU JIejCTBHja OJi CTpaHa Ha 3JIOHAMEPHU
kopucHu. Co pa3BojoT Ha E-TproBujaTa, HaABOPEIIHNTE 1 BHATPELIHUTE, BO PAMKH
Ha KOMITAHUUTE, H3MaMHHIIA MOXKAT J]a TH KOPUCTAT TPAJUIIMOHAIHUTE HEJIOCTATOIH

10 Novakovig, ibid, ctp.182
11 Drakuli¢ M., Osnovi kompjuterskog prava, DOPIS, Beograd, 2003, ctp.61
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BO Torjiesl Ha 0e30eHOCTa, HO MOXKAaT U Ja IIOCErHaT M0 HOBUTE MOKHOCTH KOM MM
ce Ipy)KaaT-HapyIIyBambe Ha CHCTEMHTE 3a 0€30eTHOCT PEKy yIaja i IOpPEMETYBahe
Ha copTBepckara M XapJBepCcKaTa apXUTEKTypa Koja HajuecTo MpPEeTCTaByBa CTOXKED
Ha KoMIaHuuTe. Bo ycnoBu Ha MpeXHO ONMKpY)KyBame BO paMku Ha MHTepHeTOT,
TaKBH 3J0yNOTpeOM MOXKaT Ja ce Impe3eMaaT ox OWIo Koe MECTO M MOXaT Ja
Npen3BUKAAT IITETH Ha KOMIIAHUH KOW C€ OAJAJICUCHU CO WIjaJHUIN KHIOMETPH.
3aroa, BO MpOLIECOT Ha pa3Boj Ha OM3HHC CTPATETUUTE, CeKOja KOMIIaHH]ja Mopa Jia TH
MMa TpeIBUI MO>KHHUTE OMTACHOCTH KOH Ce 3aKaHyBaaT Ja ja 3arpo3aT JOBEPIHBOCTA,
MHTETPUTETOT U JOCTAITHOCTA Ha OAATOIMTE CO KOM pacriojiara koMnanujara. Bo toj
KOHTEKCT, KOMIIaHUKTe Tpeba Ja 3HaaT Kako MoXar Ja ounar "HamagaHaTH" U KakBU
CE PU3HILIUTE O T.H. CajOep KPUMUHAI.

CoBpeMeHHTEe KOMITAaHWM U TPTOBIM KOW c€ BKIy4eHH Bo E-TproBmjara
KOPHUCTAT TEXHOJOIMH BO paMKH Ha HMBHATa HH(PAacTpyKTypa 0e3 Aa MpeTrnocTaBaT
JIeKa McTaTa Taa TEXHOJIOTHja MOXKe Ja OM/ie UCKOPHCTEHA U 3J10yNOoTpeOeHa MPOTHB
HHB, ¥ TOA 10 II€Ha Ha OTPOMHH 3aryou. Hamaraumre MokaT ja TW TpeHacodar
(MHAHCUCKHTE CPE/ICTBA, [1a TH UCKITy4aT CUCTEMHTE 32 KOMYHHIHPAHE, 1a H3BPIIAT
rpabex Ha HHTEJCKTyaJlHaTa COINCTBEHOCT, Ja ja HajJaMaT peIyTalyjata Ha
TProBenoT, Oypd H Ja T0 YHHUINTAT LEJIOKYHHOT mpouec Ha E-Tproswuja.
Kommjyrepure Moxar qa OMaaT CpeACTBO 3a NMOCTUTHYBAE JICIOBHU YCIIECH, HO
HCTOBPEMEHO c€ M1 MOKHO OpY’Kje€ BO paleTe Ha KpUMUHAJIIIHTE.

[TocTom ommmTo MUCIEHmE JeKa 30ynoTpeduTe U ynaante Ha MHTepHeT ru
BpIIAT THHEjUEPH WIN (HPYCTPUPAHH acOLMWjalTHH JIUIA KOW TOMUHYBAaT MPEMHOTY
BpeMe Ipe KOMI[jyTepOT U KOH Ce caMo JKelHHM 3a ciaBa. Cemak, HCTpaKyBamaTa
YVKaKyBaaT JieKa COCTOjOMTE HEe ce HU MajKy HaWBHH W JIeKa OBHE KaTeropuu
orgakaaTt cocema MaJ IPOLCHT O/ BKyITHaTa OpojKa M3BpIIUTENN HA E-KpuMuHaoT.
[Toctou cBoeBHHA moaen0a HA W3BPLIMTEINTE, U TOA CHOPEA (HAKTOT I UCTUTE
JiellyBaaT OJf BHATpe, BO PaMKH Ha KOMIIaHWjaTa, WIM HUBHUOT YIaj € W3BPIICH
onHanBOp. Taka, HaJBOPEITHUTE KPUMHUHAIIN paboTaT caMH WM BO paMKH Ha JI00po
OpPraHM3UpaHH ¥ TEXHWYKHA ONPEMEHH TpynH. BHaTpemHnTe Hamaradu HajuecTo
paboTaT caMM W TPOM3JIETYBaaT OJl PEIOBHTE Ha HE3aJOBOJIHHUTE PaOOTHHIIM.
Kommanunte MoXaT Jia peTpraT Cepro3HH Hamajau U OJ1 JINIAa KOU Ce MOpaHEeITHH
BpabOTEeHH BO Taa KOMIIaHMja W KOW pacIiojiaraaT co JAOBEpJIMBH WH(OpMALUH KOH
MOXKaT Ja TW 3j0ynorpebar M 1a HaHecar mrera. McTo Taka, BO oBaa rpyma
MOTEHIIMj ATHU Hanarauy craraaT u 100aByBauHTe U JICJIOBHUTE MMAPTHEPU KOU MMaaT
HpUCTal KOH 9yBCTBHTEITHUTE MH(OPMALINK WIIM TEXHUYKATa HHPPACTPYKTYpa.

HamaraunTte rv m30upaar CBOMTE LENM HAa MCT HAYMH KAaKO IITO TOA IO
NpaBaT U OCTAHATUTE KPUMHUHANIN. THe MpuOHpaar jaBHO JOCTAITHA HH(OpMAIIH 32
TEXHUYKHUTE cTabOCTH Ha MPEXKHUTE CUCTEMH M TM KOMOWHHpaaT cO BepOaHUTE
uHQOpMALMK O]l JIMIIa KOM HMMaaT IPUCTANl KOH JIOBEPIMBH W YyBCTBHTCIHH
WHCajIepcKu WH(MOpMAIIMHK, ce CO el Jia Ce pa3BUe IITO € MOXKHO MOCUTYpPEH H
nono0ap Meron 3a Hanaa. M HagBopenTHUTe M BHATPEIIHNTE Hararadu O6apaar mro e
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MOYKHO TIOJIECEH U MOETHOCTABEH HAYMH J]a TH MCTPAXaT CIa00CTUTE U J1a W3BPILAT
HE3aKOHCKM TpOJIOp BO Mpexara Ha KoMmanwjata. He cekoramn Hamagute
3armovyHyBaaT Bo cajoeprpocTopor. Hampotus, ¢pusnukara koHauimja u 6e30e1HoCT
Ha CUCTEMHUTE M 00jEKTHUTE € OJ1 KPYIIHjaTHO 3HAUYCHE 32 COOJBETCH Oe30eneH cajoep
mpoctop. Ha mpumep, Hamamor Moke na Ouae HacodeH KOH 0OjeKThTe Ha
KOMIIaHHjaTa, Co e Ja Ce Mpeau3BHKa MOoXKap KOj Ke WHHUIMpA HCKIy4dyBame Ha
HAINojyBamkEeTO CO CJEKTPUYHA CHepruja M NPUBPEMEH MaJ Ha KOMIIjYTePCKHOT
CHCTEM, coceMa JOBOJICH 3a yMaJ BO MCTHOT W NMpHYMHYBame mreTa. Mcro Taka,
HamaradoT MOXKe J1a IIPOBaJIK BO 00j€KTOT Ha TPTOBETIOT U Jla HHCTAJIMPA IIporpamMa Bo
KOMITjyTepOT Ha TProBEIOT MPEKy Koja IMOAOIHA K& MOXKE OJ HaJBOp Ja TH
KOHTposiupa TpaHcakuuute. O OBHUE TMPUYMHH, KOMIIAHUUTE W TPIrOBLUTE
HUCTOBPEMEHO MoOpaaT Ja c€ TpWKAaT 3a CHTYpHOCTA Ha KOMITjyTepcKaTa
WHPPACTPYKTYpa, HO H 32 CUTYpHOCTA U 0e30emHocTa Ha 00jeKTUTE BO KOH CE BPIIH
JiejHOCTA.

Ilocrojatr ompenenenn "ajmaTku" €O KOM BOOOMYAEHO Ce€ CITyKar
HamarayuTe, U TOA: aHOHMMHHU aBTOMATCKH MpENpakayd Ha eJCKTPOHCKa TOIITa,
WntepHer ¢untepu 3a TPECPETHYBAHE W KOHTPOJA HAa MPEKHHOT cOoO0pakaj,
npoOWBavX Ha JIO3UHKH/TIACBOP/IN, CKEHEPH 32 aBTOMATCKO OTKPUBALE Ha YCIyTHUTE
U TPaHCAaKIMUTE, CO(PTBEP KOj OBO3MOXKYBa "MacKHpaHO" IelyBamke Ha HararaduTe
BO HME€ Ha HeKOj Apyr, METOJU 3a CHKPUIITUpAKLE Ha NOJAaTOUM W HUBHO
MOHATAMOIITHO Iperpakamke BO BHUJ HA TpapUUKU WM ayJuo 3allUCH, U TPOjaHIH-
JIETUTHMHU MPOrPaAMH KOM C€ M3MEHETH CO BMCTHYBaH¢ Ha HEABTOPU3UPAHHU KOJOBU
CO IITO MPOTPaMOT 3aMOYHYBA Jia BPIIH HEMO3HATH U HEJ03BOJICHH aKTUBHOCTH Ha
IITETA HA CUCTEMOT,

Bo riobanHu paMKy TOCTOW OIpeseNieH KOHTHHYUTET CO TEHJCHIMja Ha
3roJieMyBarbe BO TOIJIe] HAa 00EMOT Ha KOMIIjYTEPCKHOT KPUMHHAI MPH MTO KaKO
HETOBH XPTBH CE€ jaByBaaT MIJIHOHH MOTPONIYBaud, HO U TProBiy. KOHKpeTHO, BO
CAJl Bo nmepuogot mery 2012 u 2016 roguaa 13 MUITHOHN aMEpPUKAHITA-KOPUCHUIIH
Ha KPEJAWTHH KAPTHYKU OWIIC JXPTBH HA KOMIIYTEPCKUOT KPUMHUHAJ, MOTOYHO Ha
kpax0a Ha uaeHTHTETOT . KpaxOara Ha MAEHTUTETOT € CJIOXEH IPOOJIEM KOj €
pacrpocTpaHeT ceKajie HU3 CBETOT H MOCTOjaT MoBeKe JePUHUINH 32 TOA KPUBUIHO
JIEJI0 KOe, BCYIITHOCT MPETCTaByBa MPUKpPHEHa U3MaMa MpeKy crioMeHaraTta kpaxoa Ha
UJICHTUTETOT. M3BPIIUTETUTE MOXKAT J1a JIjCTBYBaaT M CAMOCTOJHO U M30JMPAHO, HO
BO MOrojieM Opoj ciiydyau cTaHyBa 300p 3a J100pO OpraHu3MpaHd MPEKU KOU
JICjCTBYBaaT Ha MEI'yHapOJIHO HHUBO, CO JIOTUCTHKA BO MOBEKE 3€MjH, CO IITO OPOjoT
Ha HUBHHTE XPTBHU CEKOjJHEBHO ce 3rojieMyBa. KpaauuTe MHOTY JIecHO Jroaraat 10
UICHTHUTECTOT Ha CeKOj KOpHMCHUK Ha IUIaTCXHa KapTU4iKa, Ha IIpUMEpP, CO

12 Trifkovi¢ S., Senke interneta, Novinski-izdavacki centar "Vojska", Beograd, 2003, ctp.52

13 guu: https://www.creditcards.com/credit-card-news/credit-card-security-id-theft-fraud-
statistics-1276.php
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MHCTANMpame KaMepu Haja OaHKOMAaTHUTE, JIOJeKa MaK amapaTuTe 3a KOMUpame,
OYIUIApamke Ha KPEIUTHUTE KapTUYKM MHOTY JIECHO MOKaT Ja ce HabaBaT Ha
Wntepner. MaTepHETOT HYQM U OpOEBU Ha KPEAWTHH KapTUUKH, BO HEOTPAaHUYCHU
KOJINYECTBA, MPETXOJHO YKpaJeHH O] Xakepu. XaKepCKHTe Tpymu ce Ao0po
OpraHm3MpaHy, HAjuecTO UMaar cBou 0a3m Bo mcrouHa EBpoma u Aznja, a HUBHHOT
WHTEpEC € HaCOUYeH KOH CTEKHYBamh-e OTpOMeH NpoUT MpeKy yKpaaeHu u "mpoduenn"
kpenuTHH Kaptuuku®, Bo asrycr 2008 rommma amepukanckoto ®BU mocne
MooOeMHa WCTpara W Cle[ermhe MOANTHA MOBeKe OOBHHEHHja MPOTHB OCOMHHYCHH
muma o CAJl, Hexonky 3emju Bo uctoyHa EBpoma m ox Kuna xom Oea menm on
HajToJIeMaTa U HajClIoKEHATa Mpeka 3a KpaxOa Ha WACHTUTET Koja HEKorain Ouia
orkpueHa. OBaa KpHMHWHAJIHA TpyIla HM3BPLUIM yMagd BO OE3KUYHHTE MPEKH Ha
HEKOJIKY aMEPUKaHCKH CHHIIMPH 32 MAJIONIPOAax0a U T ykpaae OpoeBUTE Ha MPEKY
40 MUITMOHU AEOUTHU U KpeauTHU KapTuuku. Ce MpeTnocTaByBa AeKa MpUYUHETaTa
IITETA H3HECYBAIA HEKOJIKY CTOTHIM MUITHOHH JOJIapH=.

Perrybnmka Makemonunja, BO MeYHApPOIHH PaMKH, 10 CKOPO BaKeIle 3a
PU3UYHO ITO/Ipadje 3a TPTyBamke U IJIaKamke CO KpeIUTHHU KapTuiku. Mako cute OaHKH
nmaat uHctanupano [10C u ATM TepMHHaNIHM U UMaaT UMIUIEMEHTUPAHO COBPEMEHHU
U COQUCTULMPAHU CHUCTEMH Ha 3aIUTHTA, CEaK, 3JI0yNOoTpeOUTe Ha KPEOUTHUTE
KapTU4KHU OesiekaT KOHTUHYHpaH TPeHI Ha Onar mopacT BO M3MHHATUTE JECETHHA
roguau. KoHkpeTHO, BO mepuonor janyapu-jynu 2009 rogmna 26 n3MaMHHIM,
KOPUCTEJKH JIAXHU KPEIUTHU KApTHUKH, MMOJWTHAIE HaJ 15 MWIMOHU NIeHapH OX
0aHKOMAaTH IIUPYM Ap>KaBaTa, IITO € 3a MEeT MaTH MOBEKE O] BKYIHHUTE IUTETH KOU
OWJle TIPUYUHETH O]l BAKBHUTE HEJIETAIHM aKTUBHOCTH BO TeKOT Ha 2008 rogunal®.
OOuyHO KpuMHUHanIIMTe Owie (akaHW Ha JeN0, HO BO HAaBEJACHWUOT MEpHO] Ha
TepuTopujata Ha PerryGnrka MakenoHuja onepupaia 1 IBOWICHA Ipylia Koja Kpajesa
OpoeBH Ha CMETKM Ha T€PMAaHCKH JIpXKaBjaHU, I'M BMETHYyBaJla Ha OJaHKO-KPEAUTHH
KapTU4KK BO byrapuwja m W3BpIIuia HelleralH! TpaHCakuuu Ha 286 OaHKOMAaTH BO
Makenonuja npu mTo "3apabormwia” Hax 3.180.000 newapu. Heneramnute
TpaHCaKMK OWJIe OTKPUEHH OTKAKO FEepMaHCKUTE JIpsKaBjaHH 3a0esiexarne oJuB Ha
Cpe/icTBa O]l HUBHHTE cMeTKH BO PemyOimka MakenoHuja, o IITO pearupaia
repMaHckaTta nonuija u Murteprnon. Ctopurenure Ouse Oyrapcky JIpkaBjaHd. 3a
criopenba, Bo tekorT Ha 2016 rogmHa ce peructpupanu 13 KpWBHYHHU Jenia Ha
n3paboTKa U ynorpeda Ha JaXKHa [UIATe)KHA KapTHUKa Kaje ITO CTOPUTEINTE IPEKY
WHTEpHET Ha Pa3MYHU HAYMHHU, MPEKy yrnorpeda Ha COOJBETHH TEXHWYKH YpE.H,

14 Petrovié R. S., Kompjuterski Kriminal, Vojnoizdavacki Zavod, Beograd, 2004, str.197

15 guu: http://www.micreditlawyer.com/7-of-the-largest-identity-theft-crimes/

Bvidi:
http://www.novamakedonija.com.mk/NewsDetal.asp?vest=6994246546&id=12&prilog=0&s
etlzdanie=21707
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npubaByBasie GaHKapCKH MOJATOLH O] CTPAHCKH Ap>kaBjaHu. [loToa ru ynorpeOyBaie
KaKO BUCTHHCKH IJIATEKHU KApTUIKH U TIPaBeJie HeJIeTaTHN TPaHCAKITHH.

Opn craTucTUKATE W W3BEMITanTe Ha MUHHCTEPCTBOTO 3a BHATPEIIHH
pabotu Ha PemyOnuka MakenoHdja MOKe Jja ce KOHCTaTHpa JieKa 310yMoTpeOuTe ce
MpaBaT Ha Pa3TUYH{ HAYWHH, a HAjYeCTO MPEKY ,,CKUMEpP ypeau' KOW KPaIIUTe TH
ImocTaByBaaT Ha OankoMaTuTe. OBHE ypeIr Ce COCTOjaT O aBa Aeiia, KaMepa U YuTad
Ha MOJATOLM O] MarHeTHaTa JIeHTa Ha camara KapTuuka. Kamepata ja mocraByBaaT
Ha pa3jMYHa CTpaHa, 3aBHCHO OJ OaHKOMAToT, 3a na ce cHumu I[IMH-komor.
Baka ykpaneHuTe mMomaTony Cce€ KOPHCTAT 3a BPIICHE HEJIETATHH TPAHCAKIWW Ha
WUHTEpHET WM ce u3paboryBaaT QancuukyBaHU TUIATEKHH KapPTUYKH CO KOHU
HEJlerajlHO c€ TIOAMTHYyBa T'OTOBMHA o OaHkomarute. Jpyr HauWH Ha KpaJleme
MOJIATONX OJT TUIATEKHU KapTUUKH € MPH KYITyBambe 0J] MHTEPHET, OJHOCHO JOKOIKY
ce IpaBH TPaHCaKIMja MPeKy JIakHa HHTEepPHET-cTpaHuna T.H. ,.fishing* crpannia,
KOja € MJCHTUYHA CO OpUTHHaIHaTa. [ pafanuTte He ja 3a0enexyBaar pa3iukaTa U '
BHECYBaaT TMOJATOLUTE, CO MITO HCTHTE OJaT BO paleTe Ha KPUMHUHAIIINTE.
,CKuMep ypemuTe T™m mMa W Bo Makemonuja. Bo 2016 rommHa € OTKpHCHA
KpUMHHAIIHA TPyIa OJ IIECT YWieHa Koja Bo 13 HaBpaTH mocTaBuiia BaKBU ypeaH Ha
6anxomatu Bo KymanoBo, burona, Oxpun, llltum, Ckomje, [Ipuien u Bo TetoBo. Tue
ycneane o 209 xaptuuku na uzBpmar 201 HeneramHa TpaHCaKIMja U yKpaje MoBeKe
OJI MUIIMOH JeHapul’.

Cnopen mociegHata myoOnukandja Ha Hapogumata 6aHka 3a IUTATHHOT
npomert Bo 2016 roauna’® (3a xan, He e usrorsena ananmsa 3a 2017 u 2018 roguna),
MaKeJJOHCKHTE TparaHu TIOBeKe IUIakaaT CcoO TOTOBHHA OTKOJIKY CO KapTHYKa.
AHaIM3UTE 32 KOPUCTEHETO Ha TUIATEKHUTE KApTHUKU TOKaXKyBaaT JieKa U MOKpPaj
HUBHATa 3roJieMeHa yrnoTpeba BO TMOCIEIHUOT TEPHOJ, HABUKHTE Ha JIOMAIIHUTE
MOTPOIITYBaYM OTCTAIlyBaaT Off HaBUKWTE Ha KopucHuimre Bo EY. Ymorpebarta Ha
TUTATEeKHUTE KApTHYKM BO 3€MjaBa c¢ VIITe NPBEHCTBEHO C€ OJHeCyBa Ha
MOBJIEKYBaH-€ TOTOBWHA 0] 0AaHKOMATHUTE, 32 PA3JIMKa O/ EBPOIICKUTE 3eMjH KaJle IIITO
TUTakamara BO TProBHjaTa MMaaT BHUCOKO Y4YecTBO. bpojoT Ha TpaHCakiuu co
JIOMAIITHK TUTATeKHU KapTUYKH OCTBapeHU BO TproBujara Bo Makemonuja Bo 2016
rojIMHA M3HecyBa 18 TpaHCaKIMHU 10 TJIaBa Ha JKUTEN, IITO € IOHUCKO 3a JIBa | I0JI
natu Bo crniopeada co 3emjute on Llentpanna, Mcrouna u Jyroucrouna EBpona (45
TPaAHCAKIIMH TI0 TJIaBa Ha )KHUTEN) U HEKOJIKYKPAaTHO TIOHHUCKO BO OJHOC Ha CTapuTe
3eMju wieHku Ha EY (102 TpaHcakImy 1O ri1aBa Ha )KHUTEN).

1 gy http://www.fakulteti.mk/news/17-07-
18/zloupotreba_na_platezhna_kartichka_mozhe_da_vi_se_sluchi_i_koga_povlekuvate pari_
od_bankomat.aspx

18 pynu:
http://www.nbrm.mk/content/Platni%?20sistemi/Godisna_info_platen_promet_2016.pdf
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3akay4dox

Bo ¢yHknMja Ha HagMUHYBamk€ Ha MPOOJIEMUTE U 3aKaHUTE KOU
MOTEKHYBaaT 0J1 E-KpUMUHAIOT, KOMIIAHUUTE MOPAAT JIa OCTArNaT OJ CTAPUTE HABUKHU
W J1a pa3BUBaaT cTpaTernd 3a OopOa MPOTHB HOBUTE OOJMIM Ha KPUMHUHAIUTET.
ITopamu Toa, THE MOpaat Aa co3manaT jacHU M (POKYCHpaHU IMOUTHKH 332 0e30€eTHOCT
U CUTYPHOCT Ha pabOTeHETO, a TH 00ydyBaaT CBOUTE BpabOTeHH 3a OopOa mpoTHB
HOBHUTE 3aKaHH U JIa AHTKUPAAT BUCOKO CTPYYHH M HCKYCHHU €KCIIEPTH 32 OJIPXKYBAIhe
W 3alITHTa Ha KOMITJyTEPCKUTE CHCTEMH. EJMHCTBEHO Taka KOMITAHHHUTE KOH Ce
BKIIy4EeHHU BO TEKOBUTe Ha E-TproBmjara ke MokaT Aa ce 3alTUTaT U ce0e 1 CBOUTE
KIIMCHTHU OO HCOBJIACTCHU yNa/lu, 3aKaHU U MOKHU INTECTU KOU CO ce6e ' HOCHU U T'
MPEeTN3BUKYBa cajO0ep KPUMHUHAIIOT.
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